PROJECT 2 — EC2 + NGINX + Docker + Domain Mapping + SSL

EC2 Instance with Domain Mapping and NGINX
a. Infrastructure Requirements:
i. EC2 Instance:

1. Deploy 2 EC2 Instance in a Private Subnet.

2. Attach an Elastic IP to the instance to ensure it has a static
public IP address for domain mapping.

ii. Domain Mapping:

1. Associate with a domain name.
“ec2-docker1.<domain-name>" and
“ec2-instance1.<domain-name>”
“ec2-docker2.<domain-name>" and
“ec2-instance2.<domain-name>”

iii. Application Load Balancer (ALB) & Domain Mapping

1. Set up an Application Load Balancer (ALB) in Public

Subnets to handle incoming HTTP/HTTPS traffic.

2. Set up SSL certificate. The website should not open HTTP.
3. HTTP traffic should be redirected to HTTPS.

4. Lonmngure ine ALB 10 assoclate with a domain name.
"ec2-alb-docker.<domain-name>"
"ec2-alb-instance.<domain-name>"

iv. Docker

1. Install Docker
2. Run a Docker container that responds with “Namaste from
Container” on an internal port (e.g., 8080)
V. NGINX Configuration:
1. Install NGINX
2. Domain-based Content Serving:

a. "ec2-instance.<domain-name>" - Configure NGINX to
serve the text “Hello from Instance”

b. "ec2-docker.<domain-name>" - Set up NGINX to
forward requests to a Docker container running on the
same instance, which serves the text “Namaste from
Container”.

vi. SSL/TLS with Let's Encrypt:

1. Set up Let's Encrypt to obtain the subdomain's SSL
certificate.

2. Configure NGINX to use this certificate for HTTPS access.
Ensure that all HTTP ftraffic is redirected to HTTPS for the
subdomain.



We will be using Same vpc and same subnets and same alb for this assignment so
skipping vpc subnet steps

Step 1) Now we will create Security group for EC2 and ALB_EC2
v [E] ModifylnboundSecurityGroupr. X + - s} X

& c 25 ap-south-1.console.aws.amazon.com/ec2/home?region=ap-south-1#ModifylnboundSecurityGroupRules:securityGroupld=sg-078bef40da7aadbda & ¥¢ & ®

Account ID: 3905-0378-1838 v
Q @ for] Asia Pacific (Mumbai) v Shubham Mishra

@ Elastic Container Service

= EC2 > Security Groups > sg-078bef40da7aadbda-ec2-sg_ > Editinbound rules ® B Qe

Edit inbound rules i

Inbound rules control the incoming traffic that's allowed to reach the instance.

Inbound rules i
Security group rule ID Type Info Protocol Info Port range Source Info Description - optional Info

Info

| ( Delete )

| Q. sg-058caa5d444ee3’ X |

sg-058caa5d444ee378a X

- [ssH v [custom v | [ Q pl-0faB3cebfooasas X | | | (Cpetete )

pl-0fa83cebf909345¢ca X

- | All traffic v | Custom w

Add rule

SG for EC2

v [ ModifylnboundSecurityGroupf. X + - 8 x

& c 25 ap-south-1.console.aws.amazon.com/ec2/home?region=ap-south- 1#ModifylInboundSecurityGroupRules:securityGroupld=sg-058caa5d444ee378a & ¢ o} ®

Account ID: 3905-0378-1838 v

® @  AsiaPacific(Mumbai) v e

@ Etastic Container Service

= EC2 > Security Groups > sg-058caabd444ee378a - SG_ALB_FOREC2 > Editinbound rules B 0

Edit inbound rules i
Inbound rules control the incoming traffic that's allowed to reach the instance.

Inbound rules info

Security group rule ID Type Info Protocol Info Portrange Info  Source Info Description - optional Info

)

- [ wrTP v | [ Anywhe...

- T 2 (e v ] )

- \: HTTPS v \: Anywhe... v | :\
000.0/0 X

- \' HTTPS v | \' Anywhe... ) ‘\

Add rule

( £\ Rules with source of 0.0.0.0/0 or ::/0 allow all IP addresses to access your instance. We recommend setting security group rules to allow access from known IP addresses only. X j

SG for ALB



Step 2) We will launch two ec2 instances in private subnet and

on both the servers.

v [l Launchaninstance [ EC2 |aps: X +

I8 st Conaner S

ap-south-1.console.aws.amazon.com/ec2/home?region=ap-south-1#LaunchInstances:

install nginx and docker

Qa x O

B &4 0 @

sl Pacifc pumb) v p——

= EQ > Instances > Launch aninstance

mazon EC2 allows you 1o create virtual machines, o instances, that un on the

Name and tags e

Name

loud. Quickly get 9

(‘servera

| Add additional tags

v Application and 0 Images (Amazon Machine Image) i:rc

Aol ang
Browse more AMis

ns for your instance. I you don't see a suitable AMI below, use the search field or choose

(@ seana 000 of applicaton and 0 images
Recents | Quick Start
aomazon || macos || Ubunt || windows || feahat || susEinoe || Debion
Linux Browse more AMIs
g s
aws k ubuntu® & Red Hat @ Awes, Marketplace and
Mec. suse i he Communi

‘Amazon Machine Image (AM))

Ubunty Server 24.04 LTS (HVM), S50 Volume Type

Description
Ubunty Server 24.04 LTS (HVM),EBS General Purpose (S5D) Volume Type.

from Canorical

Canonical, Ubunty, 2404, amd64 noble image:

Architecture

=R

AMID
ami-02b8269cl5e85954ef

Publish Date
20051022

v Instance type i | cetsavice

Instance type

v B taunchan instance | EC2 | ap-sc X+

 Pr——

Username | @
ubunty

Verfed proier

s ap-south-1.console.aws.amazon.com/ec2/home?region=ap-south-1#Launchinstances:

v

Nur

Summary

mber of instances | info

B

Sftware Image (AMI)

Gn

nonical,Ubuntu, 24.04, amdé._read more
b26dsessosser

vir

tual server type (instance type)

t2.mico

Firewall (security group)
e

Storage (volumes)

v

olumets)-8 GiB

Cancel Launch instance

B7 Preview code

Qaw O &

Asl Paciic Mumbal) v

B & o @

> Launch aninstance

Description
Ubunty Server 24.04 LTS (HVM) £BS General Purpose (550) Volume Type.

from Canonical

Canonical, Ubuntu, 24.04, amd64 noble image:

Architecture AMIID Publish Date Username = @
v Instance type e e
P
o e O Wi base e 6017 LS5 e O Allgenerations
"] compre msanceypes

Additional costs apply for AMIs with pre-installed software

v Key pair (login)

Vou can use a key pai to securely connect to your instance. Ensure that you have access to the selected key pai before you aunch the instance.

Key pair name - required.

("couozena

v ] C createnewkey pair

v Network settings w1

VPC - required | 1nte

Vc-0cbb91d56e7 1047 (CUSTOM VPC)

vl e

Subnet | o

<Ubnet-cafBA3M693cA053

'APP_PRIVATE_SUBNET_1

Auto-assign public IP | nfe

=

Firewall (security groups) | info

curty 5oup s 356t of el rutes that control th rfficfr

istance. Add rues 10 3llow speiic affc

v

Summary

Number of instances | info

(1

Software Image (AMI)
Canonical, Ubunty, 2404, amd...read more

vir
.

Fir

easosser

tual server type (instance type)

ewal (security group)

662

Storage (volumes)
1 volumels) -8 Gi8

Cancel Launch instance

B7 Preview code.



File Edit Selection View Go Run

$ cloudezenia.sh X

C. > Users » UIPL-Admin > $§ cloudezenia.sh

set

apt update

apt install nginx
systemctl enable nginx
systemctl start nginx

apt install docker.io
systemctl enable docker
systemctl start docker

usermod docker ubuntu

cat <<EOF >/home/ubuntu/index.html
Namaste from Container
EOF

docker run \
namaste-container \
127.©.0.1:8080:80 \
/home/ubuntu/index.html: /usr/share/nginx/html/index.html:ro \
x:latest

Paste this user data into servers to install during bootstrapping.



v & Launch an instance | EC2 | ap-s¢ X

3 ¢}

NatGateways | VPC Console x ar

ap-south-1.console.aws.amazon.com/ec2/home?region=ap-south-1#Launchinstances:

v [E] Instances | EC2 | ap-south-1

< c %

aws HH
~ HH

@ Elastic Container Service

Launch an instance

Q ssm

Metadata accessible | info

( Ensbled v

Metadata 1PV endpoint | info

Metadata version | info

(V2 oty G eqires 2

£ For V2 requests, you must include 3 session token in all instanee metadata requests.
‘Applications or agents that use V1 for instance metadata access will break

Metadata response hop limit | info

(2 J

Allowtags in metadata | 1ot

(“setect v)

User data-optional | 1nfo

(7 choosefite

# Allow Docker without sudo (optional but recommendcd)
‘usermod -2G docker ubLntL

# Creats
at <<EOF »/home/ubuntus/index html
Namaste from Container

EoF

docker run-d\
~-narme namaste-container \
127001808080\

User data has already been base64 encoded

x NatGateways | VPC Console x |+

@ AskAmazonQ X

B L4 0 @

ap-south-1.console.aws.amazon.com/ec2/home?region=ap-south- 1#Instances:instanceState=running;tag:Name=SERVER_1,SERVER 2,v=3;$...

v Summary
Number of nstances | nto
[1

Software Image (AMI)
Canonical, Ubuntu, 24.04, amd._read more

P ——

Virtual server type (instance type)
2.micro

Firewal (security group)
se.EC2

Storage (volumes)
1 volumels) - 868
Cancel Launch instance:

B2 Preview code.

a®x O & 0

Account ID: 3905-0378-1838 v
Asia Pacific (Mumbai) v Shubham Mishra

e EC2 > Instances

EC2

Dashboard
AWS Global View 12

Events

¥ Instances
Instances
Instance Types
Launch Templates
Spot Requests

Savings Plans

Instances (2) o

Last updated

less than a minute ago

Connect

(Uinstance state v ) ("Actions v ) ( Launchinstances | ¥

[ Q Fmd Instance by attribute or tag (case-sensitive)

)

Al states ¥ |

Instance state

running | X

Nam

=SERVER 1 | X ) ((Name=SERVER 2 | X

Clear filters

Name v | Instance ID
() SERVER_.2 i-0ef8ffba0551991d1
() SERVER_1 i-0d1c39b23ea04doff

| Instancestate v
@ Running @
@ Running @

1 o}

Instancetype v | Status check | Alarmstatus | Ava

t2.micro @ 2/2 checks passec  View alarms + ap-<

t2.micro @ 2/2 checks passec  View alarms + ap-<

>

Step 3) Now we will launch bastion server to configure nginx on both servers in private

subnets.



Launch an instance | EC2 | ap-s X NatGateways | VPC Console x |+ =

< c 25 ap-south-1.console.aws.amazon.com/ec2/home?region=ap-south-1#Launchinstances: Q % ) L

Q sm B 8 @ © ahedicmba v

[ st Containr Servie

= E2 > Instances > Launch an instance

v Summar,
Name and tags e Y
Number o instances | infe

(1

Name

(oasronsomes ) st scentos

Software Image (AMI)
Canonical, Ubuntu, 24.04, amd._read more

v Application and OS Images (Amazon Machine Image) o 0826945885 954ef

A AMI contains the operating system, application server and applications for your nstance. I you don't sce asuitable AMIbelow, use the search feld or choose Virtual server type (instance type)
Browse more AMI. 2micro
((Q Search our ull cotatog incuding 10005 o apptication and O ) Firewall (security group)
Recents Quick Start. Storage (volumes)
—_— 1 volumets) - € 6B
amazon || macos || ubune || windows || Reaar |[ suseuinu || ebian
Umox Browse more AMIs Cancel Launch instance
aws & ubunty® B || O @ P B2 Preview code
Mec suse i " the Communi
Amazon Machine Image (AMI)
Ubuntu Server 24.04 LTS (HUM), SSO Volume Type
ami 0208285056535t (6451 (26 e v
Description
Ubuntu Server 24.04 LTS (HVM) EBS General Purpose (SS0) Volume Type. anonical
Canonical, Ubuntu, 24.04, amd64 noble image:
Architecture A Publish Date Username | @
(eabitoas v |  amMON2655e8s9sdcr  202510:22 ubunty

v Instance type wo | cetadvee

Instance type

Launch an instance | EC2 | ap-s+ X NatGateways | VPC Console X ar -

ap-south-1.console.aws.amazon.com/ec2/home?region

p-south-T#Launchinstances: Q Yy 3 ¥,

B 4 @O ® sradicoumy

R —

EC2 > Instances > Launch an instance

Vou can se a key pair to securely connect to your instance. Ensure that you have access to the selected key pair before you launch the instance.

v summary
Key pa narme - requied

Number of instances | infc
(1

("cLouozenia v ] C createnewkey pair

Software Image (AMI)

v Network settings o Canorical, Ubunt, 24.04,amds..read more
ami0zne260dsesss et

VPC - requied | o

Virtual server type (instance type)

"pcOcbb1d56e7 1047 (CUSTOM VPC) | ¢ s
Subnet | 1n1o Firewall(securiy group)
New security group

et 0aE7ICBGI30T71 ALB_PUBLIC_SUBNET 1

PC-pc-Gesh g7 b7 Owner - - Creste new subnet &

Zane ypesAvalabilty Zone 1 ada . © torage (volumes)

T volummets) - 8B
Auto-assign public IP | nio
= v
Cancel Launchinstance

Firewall (security groups) | nfo

unty 3o 3 5o el s thit ot afe for v insance A e s spacfie et e your nsance B2 Preview code
© Createsccurity group, ] (O et eustingsscuty goup J
Securiy group name - required
("bashion sg
Thi seconty g woal e Cat b e ater 7 Secury G cested. M engthIs 255 charctas Vald charscers: 32, 42,09, 5
Description - required | nfo
((taunchwizard-2 created 2025-1214T13:40:18.4772
Inbound Security Group Rules
¥ Sacwity group rule 1(TCR 22, (" Remove )
Type | o Protocol | nta Portrange | 1nto
(0 v
Source type | 1nto Source | 1nto Description - optional | 1nfo
= - ((eg.55H foradmin deskiop




v [E instances | EC2 | ap-south-1 x NatGateways | VPC Console x |+ = o X

< (6] 25 ap-south-1.console.aws.amazon.com/ec2/home?region=ap-south-1#Instances:instanceState=running;,v=3; $case=tags:true%5C clientfalse;$... & ¢ 3 3 ©

Account ID: 3905-0378-1838 v
Shubham Mishra

@ Ask AmazonQ X Ay @ 3 Asia Pacific (Mumbai) v

|8 etastic Container Service

e EC2 Instances EH B ®
EC2 < Instances (3) info e than j;(nﬁiigo @ ( Instance state ¥ ) ( Actions ¥ ) Launch instances ¥
Q Find Instance by attribute or tag (case-sensitive) All states ¥

Dashboard
AWS Global View 17 Instance state = running | XJ ( Clear filters ) 1 o}
Events Name /& v Instance ID Instance state VvV Instance type Vv Status check Alarm status Ava

w Instances SERVER_2 i-0ef8ffba0551991d1 @ Running @ @ t2.micro @ 2/2 checks passec  View alarms + ap-¢
Instances SERVER_1 i-0d1c39b23ea04d9ff @ Running @ @ t2.micro @ 2/2 checks passec  View alarms + ap-¢
Instance Types BASTION_SERVER i-Obb1e8845cfc74e2c @Running @ @ t2.micro @ Initializing View alarms +  ap-

Launch Templates
Spot Requests
Savings Plans
Reserved Instances

Dedicated Hosts

Step 4) Now we will ssh into bashion server and copy pem file to ssh into private servers
to configure nginx

v [ Instance details | EC2 | ap-soutt X @ EC2 Instance Connect | ap-sout X NatGateways | VPC Console x | + = [a] X

c 25 ap-south-1.console.aws.amazon.com/ec2-instance-connect/ssh/home?addressFamily=ipv4&connType=standard&instanceld=i-Obb1e8845.. & & b y ®

&

Account ID: 3905-0378-1838 v

aws
~ Shubham Mishra

H Q Search Ay (0] @ Asia Pacific (Mumbai) ¥

|8 etastic container Service

AZDuLm9iYa3geljHQcls4HbsWDhOIWX/V+Ti6Tt GAUNW2h9ZvwWoqQ7ZsM+mUrd
c£fa6oenk2AabLuJeMH/ kwMGoKM1dhnNYUWHG THy fcX9v2IBngEE£0AT SO3WmBYO
YNZRaKbE4Sq19LE8Z8zwca 9DTEZON+VNhQSja+b4Xd 7pOp6-+MIFpNUHVIT11TQSC
1uRnPLS/H95r88HxyGNImqnZQAECCQkikeldd tX/v4 IRPLQDKbk14xNfbXdQ4GKz
INLPte0jBAOGBAO91FucS81FGh3yrwIP1UziJpxBOU+sVucdAzHEBP1iGR4XkZecQ
fabGYxjLkaNHZcB8pMNOXvP+KOFHE Ix6ePKigSVWHIYgiUD
gMy ImogweGyE9rhOYs ZbdnKr+Uj 550kaCOXaxAOGBAN+E
OVIMRZpCU£Jbs+U0S1wXRgy 6hHORJV6bMD1ULMTwUsbY+rVIDLKWCFSI5AGZSxyZ
[t vdghK80TwuVowwwaOe fsmd3LFPbFoCmlCtw/0x2dL3vY1hJF+L+eqkl LBfdi2R
Kx67x £ fTKGISKUEBIK: uluF5moi/5tphUlA0GAJ0z60I1804MEGYD42CHER
“8gWLpvUitG/v5aCY21012jGH/AMOadawxyZNKEG
[FXwbTscytPzdXNOi36GVPEkueDyeGeQFVbz3A+3J00KSPGGEAVNLTMVEVVT8NAW
YOM1bGYPXUCJIK3RLEN4 6Ht ECgYBRHvYBqGonUWolurUnF5CILVP ] ZTbTDCIVhCAaR
60musTLeeivpGF040qVBAtTQjCbLBVO1 ZANyYn rwzb6QkqXMsJQDICYcvICxETe2q
RJITveF4Y8g18hTtRXQEymF71x0Ycbu7WNKI+r6iUc6tezo29iFasw0jDyVqdREx2
E2VFhQKBgQCTEg1nYNhoaNchPiKZ61iLvVAShEZGCAWSrhqvtb4P1Aor1r1LKWSOR
leneh 8 YWMVGH4JmSD1WZdobt LZYpPxPAVRRQ1 ez IOWx1u7VapkKGvVaVsep/xqVo
UN8bJFt ZAbMOHBZ 5NDuzdB/ 8+Emipt tuuuTPDxNuMpXI3vgpDNZaWQ=
—-END RSA PRIVATE KEY-—

i-Obb1e8845cfc74e2c (BASTION_SERVER) X



v [ Instances | EC2 | ap-south-1 x P EC2 Instance Connect | ap-sout X $ EC2 Instance Connect | ap-sout X NatGateways | VPC Console x | + = [a] X

i-Obbleg8dsc. « ¥ O & @

ap-south-1.console.aws.amazon.com/ec2-instance-connect/ssh/home?region=ap-south-18&connType=standard&instanceld

[Alt+s] @ Asia Pacific (Mumbai) v

Starting nginx.service - A high performance web server and a reverse proxy server
Started nginx.service - A high performance web server and a reverse proxy Server.
§ systemctl status docker.service
Loaded: loaded (/usz/lih/systewd/syatem/dockex. service; enabled; preset: ed)
tive (sunning) since Sun 2025-12-1% 13:38:01 UIC; 1amin ago
docker. socks
h:tnaJJﬂDDﬁ .dquhsr‘ com
2145 (dockerd)
15
204.4M (peak: 240.0M)
EREH

/system.slice/docker.service

5:01 ip-172-16-2-92 ' 01.1822605712" start.
5:01 ip-172-16-2-92 i 01.5330384712" i done.
8:01 ip-172-16-2-92 H 01.5542366962" i mmi t="28 .2.2-Oubuntul~24.04.1" contafj
8:01 ip-172-16-2-92 time 01.5545742082" level=info msg="Ini i il
5:01 ip-172-16-2-92 i 01.5645527112" g="CDI setup erzor /etc/cdi: failed to menitor for d
5:01 ip-172-16-2-92 i 01.5648012512" i failed to monitor £
8:01 ip-172-16-2-92 i 01.583911060z"
8:01 ip-172-16-2-92 i 01.5938484102" completed initialization”
5:01 ip-172-16-2-92 ime="20; 01.5939615312" info meq"APL 1isten on 7run/docker.sockn
8:01 ip-172-16-2-92 systemd[1]: Started docker.service - Docker Application Container Engine.
.. .skipping.
- ocker. servic cker Application Container Engin:
aded. Tonded (Lost[Uh/ystend/syssenldachan. sorvice; enabled; preset: enabled)
tive (running) since Sun 2025-12-14 13:38:01 UIC; 13min ago
 docker.socket
Docs: bitpei//docs decker. cam
Main PID: 2185 (dockerd)

Memory: 204.4M (peak: 240.0M)
cPU: 3.731s
CGroup: /system.slice/docker.service

0Obb1e8845cfc74e2c (BASTION_SERVER) X

Successfull ssh into server 1 and we can see nginx and docker installed successfully.

v B connect to instance | EC2 |ap-- X § EC2 Instance Connect | ap-sout X J EC2 Instance Connect | ap-sout X NatGateways | VPC Console X |+ - a X

ap-south-1.console.aws.amazon.com/ec2-instance-connect/ssh/home?addressFamily=ipv4&connType=standard&instanceld=i-0bb1e8845.. & ¥t 3 Yy ® :

[Alt+S] @ Ask Amazon Q Asia Pacific (Mumbai) v

[rooteip-172-16-3-183:~# aystemctl status nginx.service
high performance web server and a reverse proxy server

abled; prese

since Sun 2025-12-14 13:40:15 UIC; l4min ago

2 (Limit: 1121)
1.7M (peak: 3.7M)
15ms

IDec 14 13:40:15 ip-172-16-3-183 systemd[1]: Starting nginx.service - A high performance server and a reverse proxy server.
IDec 14 13:40:15 ip-172-16-3-183 systend[1]: Started nginx.service - A mgh performance web server and a reverse proxy server.
root@ip-172-16-3-183:~F systemctl status docker.service
o docker.service - Docker Application Container Engine
Loaded: loaded (/uaz/lik/systeud/syarem/dockex.servige; enabled; preset: enmabled)
stive (running) since Sun 2025-12-14 13:40:27 UIC; l4min ago

® docker.socket

bpai//docs dacker.con

2149 (dockerd)

16

212.8M (peak: 245.3u)

3.6298

: /system.slice/docker.service

ip-172-16-3-183 dockerd[2149]: ti . i Loading containers
27 ip-172-16-3-183 dockerd[2149 Loading containers
:27 ip-172-16-3-183 dockerd[2149]: time " commit="28.2.2-Oubuntul-24.04.1" contf
27 ip-172-16-3-183 i
ip-172-16-3-183 13:40:2 - 1 i /etc/cdi: failed to momitor for
ip-172-16-3-183 dockerd[2149]: time :40:27. i i: failed to monitor
ip-172-16-3-183 dm:kerd[ZldQ

Successfull ssh into server 2 and we can see nginx and docker installed successfully.

Step 5) Now we will remove default file at location etc/nginx/sites-available and create
two files on both private ec2 servers
a) ec2-instance.conf



nginx

server {

ec2-instancel.shubham-mishra.online;

location / {

b) ec2-docker.conf

server {

ec2-dockerl.shubham-mishra.online;

location / {

http://127.06.06.1:8080;
Host 3

X-Real-IP




root@ip-172-16-2-92:/etc/nginx/sites—-available# 1s
ec2-docker.conf ecZ-instance.conf
root@ip-172-16-2-92:/etc/nginx/sites-available# I

¢) Then run
sudo nginx -t

sudo systemctl reload nginx

d) Then

http://127.0.0.1
http://127.0.0.1

e) Got output

v [ Connectto instance | EC2 | ap~ X @ EC2 Instance Connect | ap-sout X ¥ EC2 Instance Connect | ap-sout X NatGateways | VPC Console x |+ = [a]

c 25 ap-south-1.console.aws.amazon.com/ec2-instance-connect/ssh/home?region=ap-south-18&connType=standard&instanceld=i-Obb1e8845c.. & & 3 y ®

&

Account ID: 3905-0378-1838 v

aws i | Q Search [Alt+S] @ Ask Amazon Q L @ @  AsiaPacific (Mumbai) v Shubham Mishra

|8 etastic container Service

root@ip-172-16-2 :/e inx/sites-available# curl -H "Host: ec2-instancel.shubham-mishra.online" http://127.0.0.1
[Hello from Insta

root@ip-172-16-2 /etc/nginx/sites-available# curl -H " c2-dockerl.shubham-mishra.online” http://127.0.0.1
from Container
root@ip-172-16-2-92:/etc/nginx/sites-availablet [

Step 6) Now we will associate elastic ip as per assignment requirement to both private
servers



v [ ElasticIP address [EC2| - X [@ Subnets | VPC Managern X | @ EC2 Instance Connect|a X | @ EC2 Instance Connect|s X | [@ Elastic IP address |[VPCC X | + = o X

& (6] 25 ap-south-1.console.aws.amazon.com/ec2/home?region=ap-south-1#ElasticlpDetails:Publiclp=13.202.239.27 Q

* O & 0

Account ID: 3905-0378-1838 v

@ AskAmazonQ X Shubham Mishra

4 0 @

Asia Pacific (Mumbai) v

@ Etastic Container Service

e EC2 > Elastic IP addresses > 13.202.239.27 ® B ®
Lifecycle Manager a a
@ Elastic IP address associated successfully.
¥ Network & Security Elastic IP address 13.202.239.27 has been associated with instance i-0d1c39b23ea04doff
Security Groups
Summary
Elastic IPs
L Allocated IPv4 address Type Allocation ID Reverse DNS record
Placement Groups IF) 13.202.239.27 I8 Public IP I eipalloc-Oa4fc362fd3afdesd -
Key Pairs
N " Association ID Scope Associated instance ID Private IP address
Network Interfaces [T eipassoc-06b53d51991d5daf0 5 vPC i-0d1c39b23ea04d9ff [0 172.16.2.92
v Load Balancing Network interface ID Network interface owner account ID Public DNS NAT Gateway ID
Load Balancers eni-0a81eba06e4c4bd97 [5] 390503781838 [m] ec2-13-202-239-27.ap-south-1.com -
Target Groups pute.amazonaws.com
Trust Stores Address pool Network border group Service managed
0] Amazon I0] ap-south-1 -
¥ Auto Scaling
Auto Scaling Groups
v [E] Hlastic IP address [ EC2| - X Subnets | VPC Managem: X | @ EC2 Instance Connect|a X | @ EC2Instance Connect|a X Elastic IP address [VPC ¢ X | + = o X
& c 25 ap-south-1.console.aws.amazon.com/ec2/home?region=ap-south-1#ElasticlpDetails:Allocationld =eipalloc-0b877942846 1ec645 Q W b y ®

Account ID: 3905-0378-1838 v

Asia Pacific (Mumbai) v S p—

@ AskAmazonQ X

2 0 =

@ Etastic Container Service

e EC2 > Elastic IP addresses > 65.1.72.3 (OS]
Lifecycle Manager a a
@ Elastic IP address associated successfully.

¥ Network & Security Elastic IP address 65.1.72.3 has been associated with instance i-Oef8ffba0551991d1
Security Groups 65.1.72.3 Associate Elastic IP address
Elastic IPs
Placement Groups Summary
Key Pairs Allocated IPv4 address Type Allocation ID Reverse DNS record
Network Interfaces 01 65.1.72.3 [T Public IP I eipalloc-0b8779428461ec645 -

v Load Balancing Association ID Scope Associated instance ID Private IP address
Load Balancers [0 eipassoc-0f902f203f3b9988e 0 veC i-0ef8ffba0551991d1 I0 172.16.3.183
Target Groups Network interface ID Network interface owner account ID Public DNS NAT Gateway 1D
Trust Stores eni-01ec24f3941ce0c5e I 390503781838 ] ec2-65-1-72-3.ap-south-1.compute. = —

amazonaws.com
Vv Auto Scalin
9 Address pool Network border group Service managed

Auto Scaling Groups I0] Amazon I ap-south-1 -

Step 7) Now we will create records in route53 for the servers for domain mapping to
elastic ip



CloudZenia Assignme = Learnin Google Docs X & shubham-mishra.online - detail X +

25 us-east-1.console.aws.amazon.com/route53/v2/hostedzones?region=ap-south-1#ListRecordSets/Z00138753DLXEPMY1BYND

Q Search [Alt+S] a (@) @ Global v Shubham

W2 @ vec @ routess @) cloudrront @ s3 B ers @ Cloudwatch @ Simple Notification Service @ Simple Queue Service &3 Systems Manager @) Amazon Simple Email Se... 58} >

e Route 53 > Hosted zones > shubham-mishra.online o e @ e

a

Route 53 < Records (12) info @ Delete record Create record

Automatic mode is the current search behavior optimized for best filter results. To change modes go to settings.

Dashboard
Hosted zones \ Q Filter records by property or value \ \ Type ¥ \ \ Routing p... ¥ \ \ Alias w \ 1 @
Health checks .
Profil ()] Record name v | Type v | Routin... v | Differ... ¥ | Alias v | Value/Route tri
rofiles
] _70179316cf745f08fa58627a694c6752.s... CNAME Simple - No _2775608888cc
v Global Resolver
Global resolvers N ec2-docker1.shubham-mishra.online A Simple - No 13.202.239.27
lew
v VPC Resolver ec2-docker2.shubham-mishra.online A Simple - No 65.1.72.3
VPCs ec2-instance1.shubham-mishra.online A Simple - No 13.202.239.27
Inbound endpoints —
)] ec2-instance2.shubham-mishra.online A Simple - No 65.1.72.3
Outbound endpoints I

Step 8) Now we will test the record

504 Gateway Timeout X +

Cc /A Notsecure ec2-docker1.shubham-mishra.online

Gateway Timeout

Server error - server 13.202.239.27 is unreachable at this moment.

Please retry the request or contact your administrator.

504 Gateway Timeout X ) ec2-docker2shubham-mishrac X = C ec2-instance.shubham-mish: . ec2-instance2.shubham-mishre X+

X @ ec2-instance2.shubham-mishra.online W & Incognito

Timeout error as elastic ip needs Internet gateway not NAT gateway so fix is either use
Internet gateway or move instances in public subnet

Also modify subnet setting to allow auto assign public ip address

Then working now



hd [#8 Connect to instance | EC. X Bills | Billing and Cost M: X ¢ EC2 Instance Connect | X P EC

c 23 ap-south-1.console.aws.amazon.com/ec2-instance-connect/ssh/home?region=ap-soutt

[Alt+S] B

‘ Elastic Container Service

root@ip-172-16-0-228:~# curl http://ec2-instancel.shubham-mishra.online/
curl http://ecZ2-instance2.shubham-mishra.online/

curl http://ecZ2-dockerl.shubham-mishra.online/

curl http://ecZ2-docker?.shubham-mishra.online/

Hello from Instance

Hello from Instance

[Namaste from Container

[Namaste from Container

root@ip-172-16-0-2

Step 9) Now we will create TG_DOCKER and TG_INSTANCE FOR new ALB

CLOUDZENIA-LOADBALANCER-2

v [& Target group details | EC. X @ Bills | Billing and Cost N X ¥ EC2 Instance Connect | x @ EC2 Instance Connect | x RouteTables | VPC Conso X ar - (=) X

& c 25 ap-south-1.console.aws.amazon.com/ec2/home?region=ap-south-1#TargetGroup:targetGroupArn=arn:aws:elasticloadbalancing:ap-south-1:3905.. & ¥t b} ®

[=) Te-DOCKER i)
EC2 < TG-DOCKER (Cactions
Details
=] g:ap-south- up/ TG-DOCKE
Target type Protocol: Part Protocol version vee
Instance HTTP: 80 HTTP )
19 address type Load balancer
Pus CLOUDZENIA-LOADBALANCER 2 (2
2 @2 ®o0 0 0 0
Total targets Healthy Unhealtiy Unused Intial Oraiing

0Anomalous

> Distribution of targets by Availability Zone (AZ)
Selctvales i s 3l o see conmesponding flters appled t the Regitered target abl belo

Targets | Monitoring | Health checks | Attributes | Tags

Registered targets (2)

tnumber specified. Health checks are performed on al

1 @

Instanca 1D o | Name o | Port o | zone o | Healthstats o | Health status details Admini... o | Overid... v | Launch.. a | Anomalydetecto... @

SERVER 2 0 ap-south-1b (o @ Healtry No overri December © Normai

SERVER_1 0 apsouthlaa.. @ Healthy No overri December © Normat

v Load Balancina



Target group details |[EC. X

Bills | Billing and Cost M X

@ EC2 Instance Connect | -

% & EC2Instance Connect|a X

2% ap-south-1.console.aws.amazon.com/ec2/home?region=ap-south-1#TargetGroup:targetGroupArn=arn:aws:elasticloadbalancing:ap-south-1:3905...

RouteTables | VPC Conso X | + - fa] X

Q¥ O O i

@ asapacifcumbal v p——

© > Tuioows > TonSTAGE
a

ECQ2 <
P
S Gl Vi 2

« tnstances
e Ty
[

Spot Requests

Savings Plans

Capadity Reservations,

Capadty Manager New

AMIGatalog
¥ Elastic Block Store
Volumes
Snapshots
Lifecycle Manager
¥ Network & Security
Security Groups
Elstc s
Placement Groups.
Key Pais
Network Interfaces

v Load Balanci

Step 10) Now we will create new ALB

Load balancer details | EC X

& C %

B2 e
—
TG-INSTANCE (Cacions ¥)

Details

=} ITG-INSTANCE 167

Targe ype Proocol Part Protoot verson

e HTP 80 s ‘e O TESEeT i 2

1paddresstye Load batancer

s CLoubZENALOADBANCER 2 &

©2 o

Toat arets Heainy Unhaliy il oaining

OAnamatos
> Distrbution o targets by Avalabilty Zone (AZ
et n s 1 s coresponding s et e et et bl o

Targets | Monitoring | Healthchecks | Attributes | Tags

Registered targets (2) o e (Q) ( peregister ) (_Registertargets )

utomaticaly applid 0 HTTP/HTTPS argt groups withat east 3 ety targets.

((Q Fitter targes ) 1 ®
Instance ID @ | Name o | port o | Zzone © | Healthstatus v | Healthstatusdetails | Administrative override | Override details
i-0ef8ffba0551991d1 SERVER 2 80 ap-south-1b (a... @ Healthy © No override No override is currently ac
1-0d1c39623co04dsf SeRvER 1 20 ap-southila . @Healthy © Nooverride No overrideis currently ac

q

Bills | Billing and Cost M- X | @ EC2 Instance Connect|a X | @ EC2Instance Connect|a X RouteTables | VPC Consc X | + = o X

ap-south-1.console.aws.amazon.com/ec2/home?region=ap-south- 1#LoadBalancer:loadBalancerArn=arn:aws:elasticloadbalancing:ap-south-1:390...

QA %x 9 O

Asl Paciic Mumbal) v

© £ > Losisnces > CLOUDTENALOAOBAANGER

EQ < &
Dashboard
AWS Global View (2
Events
v Instances
Instances
Instance Types
Launch Templates
Spot Requests
Savings Plans
dinstances

ed Hosts

Capadity Reservations,

AM Catalog

v Elastic Block Store
Volumes
Snapshots
Lifecycle Manager

¥ Network & Security

Security Groups

Elastic s
Placement Groups
Key Pairs

Network Interfaces

¥ Load Balancing

Step 11) Now we will create rules for both TG

B2 e
@ Introducing token validation of JWTs for ALB x
alidaing 5ON Vieh Leammore 2
D Y

CLOUDZENIA-LOADBALANCER-2 © Cacions +)

v Details

Load batancer ype st Load batancer P address ype

Application © Active Vpc-Ochb91ds6e7 1b4fb7 2 IPva

scheme Hostee zone Avalabiity Zones Date created

nemet fadng ZpommarLxTNK Subnet-06G347e4265359523 12 ap-south-To apst-az3) | Decomber 14,2025, 2116 (UTCH0530)

Load balancer ARN

Subnet 0a7FchEII301

NS name nfo

@ a

17112 apsouth-1a (aps-azl)

=]
deasi2dnct

Uisteners and rules | Networkmapping | Resourcemap | Security | Monitoring | Integrations | Attributes | Capacity | Tags
P o
Listeners and rules (1) e Manage stener v ) (CAdd listener )
Alistener chedis for the lstener
(@ Fater s ) 1o e
ProtocolPort v | Defaultaction O Ries v | ARN @ | Securitypolicy v | Defoult LTS cerificate v | mLs v | Tust stor
- Return fed response
Response code: 404 .
HrTPS0 e poaa ot found Snies T AR Notapplcable Not applcable Not applicable Not applc
Response content type: text/plain
. [

based on

header



v [ Listener details |[EC2 [ap X [ Bills | Billing and Cost M- X ¥ EC2Instance Connect|a X ¥ EC2Instance Connect|= X RouteTables | VPC Consc X | + = o X

ap-south-1.console.aws.amazon.com/ec2/home?region=ap-south- 1#ELBListenerV2:loadBalancerArn=arn:aws:elasticloadbalancing:ap-south-1:39... & ¢ b} ®

[As] @ B 8 O © | aerecncomay

Snubham Mtra

R2 5 HTTP80 litener

ECQ2 < HTTP:80 o

v Details
Alistener checks for connection req  that you configure. The defauit action and any additional rules that you create determine how the Application Load Balancer routes reque:
Protocol:Port Load balaneer Default actions
aol + Retum fixed response

Response code: 404
Response body: Page not found
Response content type: text/plain

Listener ARN
=}

14516610247
Rules | Attributes | Tags

Listener rules (3) wie

Traffic received by the listener i

Actions

cing to the default action and any additional rules. Rules are evaluated n priority order From the lowest value to the highes

Q Filter rules @
porty & | Nametag Conditons 1) Transtorma Actons(Then) =~ Actions
10 * Forwardto target group B g

TED0CKER 211 100%)
Trge aroupsickinss. Off

- Forward o taretgroup BN g
TGINSTANCE 21 (100%9

¥ Network & Security c
Target group stckiness: Off

Security Groups

— Detautt o other e applies . + Retun fxed response G AN »
Placement Groups. e 404
Koy Pairs Response body: Page not ound

2 content type: text/plin
Network Interfa

¥ Load Balancing

Step 12) Now we will create new records in Route 53

microservice.shubham-mishra.anline Simple - No CLOIUDZENIA-ALB-451697647.ap-50uth-1.elb.amazenaws.com 300
ec2-docker1 shubham-mishra.ontine.shubham-mishra.online NAME  simple - No CLOUDZENIA-LOADBALANCER-2-149909915.2p-s0uth-1.elb.amazonaws. com 300
ec2-docker2 shubham-mishra online shubham-mishra anline CNAME  Simple - No CLOUDZENIA-LOADBALANCER-2-149505915.ap-south-1.elb.amazanaws.com 300
ec2-instance1 shubham-mishra online shubham-mishra online CNAME mple - No CLOUDZENIA-LOADBALANCER-2-149508915.ap-south-1.elb.amazanaws com 300
ec2-instance2 shubham-mishra online shubham-mishra online NAME  Simple - No CLOUDZENIA-LOADBALANCER-2-149505915.ap-5outh-1.¢lb. amazanaws com 300
wordpress shubl raonline CNAME  Simple - No CLOIUDZENIA-ALB-451697647 ap-south-1.elb amazonaws.com 300

Step 13) Now we will verify new records are working or not

v [ Listener details |[EC2[ap X | [ Bills | Billing and Cost M- X @ EC2Instance Connect|a X @ EC2Instance Connect|a X RouteTables | VPC Consc X o - o X

(¢} 25 ap-south-1.console.aws.amazon.com/ec2-instance-connect/ssh/home?region=ap-south-18:connType=standard&instanceld=i-Obb1e8845cfc74e.. & ¥¢ o3 ®

Account ID: 3905-0378-1838 v
aws Q, Search [Alt+S] (3 Ask Amazon Q Q @ @  AsiaPacfic (Mumbai) ¥

|8 Etestic Container Service

nubham-mi
hubham-mi
instancel.shubham-mishra.online

from Instance
Jubuntu@ip-172-16 ec2-instance2.shubham-mishra.online

[Hello from Instance
ubuntu@ip-172-16

This confirms its working correctly

Step 14) Now we will add SSL certificate for this new ALB



Bills | Billing and CostM- X | @ EC2 Instance Connect|a X | @ EC2 Instance Connect|a X RouteTables | VPC Conse X | + = =] X

Certificate details | bba5- X
< (] 25 ap-south-1.console.aws.amazon.com/acm/home?region=ap-south-1#/certificates/bba5ef05-fd 1a-4f85-b459-0bc01e4ad69c Q ¥ 3 ® :

Asia Pacific (Mumbai)

@ Etastic Container Service

e AWS Certificate Manager > Certificates > bba5ef05-fd1a-4f85-b459-0bc01e4ad69c ® [¢]
AWS Certificate < bba5ef05-fd1a-4f85-b459-0bc01e4ad69c
Manager (ACM)

List certificates Certificate status

Request certificate Identifier Status
Import certificate bbasef05-fd1a-4f85-H459-0bc0Tedad69c @ Issued
AWS Private CA 12 ARN

] th-1:300503781838:certific fd1a-4f85-459-0bc0Tedad69c

Type

Amazon Issued

Domains (1) ( Create records in Route 53 )( Export to CSV i)
1
Domain | status Renewal status. | Type | CNAME name | CNAMEvalue
=]

I01_70179316cf745f08fa586272694c6752.shubham-

*.shubham-mishra.online @ Success - CNAME _2775608888ccf4dba5002886dd39bb77.
mishra.online. "
validations.aws.
4 >
Details
In use Serial number Requested at ity
No 05:bf5c:a0ib7:c6:49:27:e1:58:7F:97:a7:37:2b9 December 14, 2025, 21:30:59 (UTC+05:30)
Domain name Public kev info Issued at Export ootion

Step 15) New SSL aaded in route53



il (i} 1] Global » Shubham

nager & Billing and Cost Manage. .. {5 Resource Groups & Tag E... |4 Trusted Advisor Bl Elasticache 58 AWS Health Dashboan

‘ecord j' Ii Import zone file :1 Create record Recard details E111] ¥
Ty
; {53 l\ Edit record /l
Alias v Value/Route traffic to v | TTL F:Em'ﬂ name
S — o
K o _ 701793167 45F08Fa58627a69406752 shubham-mishra
ns-444. awsdns-55.00m
o ns-1852.awsdns-39.co.uk 1751 Record type
ns-14591.awsdns-58.0rg CNAME
ns-978. awsdns-58.net
Value
No ns-444. awsdns-55.com. awsd. .. 200 O
_2775608888ccf4dbaS002886dd30bb7 7 jkddzztszm.
No _ba81bEO071F3abb0adedab. . 200 acm-validations. aws.
HNo _2775608888ccf4dbasS0028. .. 300 Alias
Mo
Mo 13.202.239.27 300
TTL {seconds)
o 65.1.72.3 300 | 200
Mo 13.202.239.27 300 Routing policy
No 65.1.72.3 300 simple
Mo CLOIUDZEMIA-ALB-4516976... 300
Mo CLOUDZEMIA-LOADBALAMNC. .. 200
Mo CLOUDZEMIA-LOADBALANC. .. 300
ki~ il IM7ERA_L MA MDA AR T

Step 16) Now we will attach this SSL to new ALB




Add listener | EC2 | ap-so X Bills | Billing and Cost M X

@ EC2Instance Connect | = X

@ EC2instance Connect|a X | [B] Certificate details | bbasc X | + = o X

ap-south-1.console.aws.amazon.com/ec2/home?region=ap-south-1#EIbAddListener:loadBalancerArn=arn:aws:elasticloadbalancing:ap-south-1:3...

aQa %

Listener: HTTPS; 443 a

Deauitsction e

[ 0 o e ratng s ‘ ‘ [rem— ‘

(Ormmemamreer ) (O ron ) (O )

Secure listener settings e
Securitypolcy | )

Dot SSL/TLS server certificate

[Grmer

Clent cetficats handing | e

> Listener tags - optienat

Step 17) Now we will add https rule

Listener details [EC2 [ap X [ Bills | Billing and Cost M- X

@ EC2 Instance Connect | X

& EC2Instance Connect]|a X Certificates | Certificate x o - o X

ap-south-1.console.aws.amazon.com/ec2/home?region=ap-south- 1#ELBListenerV2:loadBalancerAr=arn:aws:elasticloadbalancing:ap-south-1:39...

a *

A-LOADBALANCER-2 > HTTPS:443 listener

a
23 < HTTPS:443 .
Dashbosrd "
v Detail
WS Gl View &
Alistener checks. the protocol and port that you configure. The defauls lles that you Balancer routes requests to its registered targets.
s
protocobport Load batancer Defaule SSL/TLS certfiate
~ Instances HTTPS 63 CLoUDZENIALORDBALANCER 2 ahubiam-misva.onine (Cenifcate I: BbaSef0S-dTa-485-b450-
- ToxDrchaoeq &
Defauttacions
Instance Types - Forward to et group
[ — TG D00KER 2 1 60%)
— TG-INSTANCE 21 (50%)
Spot Roquest Target group stickiness: Off
Saings Plans
Reserved Instances. Listener ARN
Dedicated Hosts. )
CapaciyReservations
Capacity Manager New Rules Certificates | Security Attributes | Tags
~ images
. . Cre T e
o Coslog Listener rules (3) o 3) Cactons ) (adrate )
Trafic rceived by th stener — ol s from the ot <t valve
 Elastc Block store (an ) @
Velumes
Snapshots Priority 4 | Nametag | Conditions (1fy | Transforms. | Actions (Then) | AN Actions |
Lifecycle Manager 100 + Forward to target group. 1B ARN P
. TC.DOCKER 2:1 (100%)
Hatmork & Secmity Target group sickiness:OF
Scarty Groups
Elastic s 200 Host header (value) = [ec2- + Forward to target group. 1E ARN s &
Pacement Groups Sretances, shubhan- TEINSTANGE (1 (100%)
oy Target groupsiciness: OF
Netwrk teraces
v Load Balancing Default 1fno other rule applies + Forward to target group G ARN s B
Load Balancers TG-DOCKER (2: 1 (50%) -
Target Groups TCINSTANCE 12: 1(50%)
Torget roup stickincss. OfF
Tt Stores
< >

v Auto Scaling

Step 18) Now we will redirect all traffic on http to https



& EC2Instance Connect|a X Certificate details | bba5¢ X o - o X

v [ Lstener details |[EC2[ap X Bills | Billing and Cost M- X | @ EC2 Instance Connect |2 X

Qa ¥ O O :

ap-south-1.console.aws.amazon.com/ec2/home?region=ap-south- 1#ELBListenerV2:loadBalancerArn=arn:aws:elasticloadbalancing:ap-south-1:39...

B 8 0o @

sl Padic pumba) v

OADBALANCER-2 > HTTP:80 listener © &8 8

© 0> Lot > cow

E2 < -
Dashboard
AWS Global View 2
Events
¥ Instances
Instances
Instance Types
Launch Templates
Spot Regquests.
Savings Plans
Reserved Instances
Dedicated Hosts
Capacity Reservations
Capacity Manager New
¥ Images
Ams
AM Catalog

v Elastic Block Store
Volumes
Snapshots
Lifecycle Manager
¥ Network & Security
Sccurity Groups
Elstic Ps
Placement Groups
Key Pairs

Network Interfaces

¥ Load Balancing

HTTP:80 o

¥ Details

Alistener chedks for

ProtocolPort
HTTPS0

Listener ARN
P

Pl

the protocol and port

Load balancer
CLOUDZENIA-LOADBALANCER 2

ules that you

166102447

5 .

Rules | Attributes | Tags

Listener rules (3) e

1 OUDZENIA

to the default les. Rules

x rues

prioity | Name tag

1

20

Defauts

Conditions (1)

Host header (value) = [Ec2-dockerd. shubhan-
mishra.online] o [ec2-docker2. shubhan-
nishra.ontine]

Host header (value) = [ecZ-
nstance. shubham-nishra.onTine] or

ec2-instencez. shubhan-mishra.onling

| Transtorms

1fnoother rule applies

Balancer

Default actior

+ Redirect to HITPS://#{host)-443/#{pathP#{query)
Status code: HTTP_301

©
rtsims(G) (o ¥ e
st (©) (Cactoms v ) (Caorte )

o the highest value.

Actions (Then) | aan

+ Forward to target group
TG-DOCKER 12: 1 (100%)
Target group stickiness: OFf

| ARN

+ Forward to target group 10 ARN
TGHINSTANCE (%: 1 (100%)

Target group stickiness: OFf
+ Redirect to HITPS://#{host)-443  #{path}2#{query} @ ARN
Status code: HITP_301

Step 19) This confirms http redirected to https

targets

Actions

-

s

-]

=}

o

&



v [5] Listener details | EC2 | a X B8] Bills | Billing and Cost M= X @ EC2 Instance Connect | X

C 25 ap-south-1.console.aws.amazon.com/ec2-instance-connect/ssh/home?region=ap-

aws HH Q, Search [Alt+S] (9 Ask Amazon Q

‘ Elastic Container Service

B:~5 curl ecZ-dockerl.shubham-mishra.online.shubham-mishra.online
Permanently</tit

<center><hl1>301 Moved Permanently</hl></center>

</body>

</html>

ubuntu@ip-172-16 28:~5 curl ecZ-docker?.shubham-mishra.online.shubham-mishra.online
<html:>

<headr<title>301 Moved Permanently</titl

<body>

<center»<hl>301 Moved Permanently</h

ubuntu@ip-172-16-0-228:~§ curl e nstance?.shubham-mishra.online.shubham-mishra.online
<html:>

<head><title>301 Moved Permanently</tit /hea

<body>

<center><hl1>301 Moved Permanently</hl></center:>

</body>

</html>

ubuntu@ip-172-16

Step 20) Confirmation setup is successful

“ [#4 Listener details | EC2 | a x B Bills | Billing and Cost Vv x # EC2 Instance Connect | X @ EC2 Instance Connect | X @ Certificates | Certificate x ar

C ° ap-south-1.console.aws.amazon.com/ec2-instance-connect/ssh/home?region=ap-south-1&connType=standard&instanceld=i-Obb1e8845cfc74e.. & ¢

aws Q Search [Alt+S] (3 Ask Amazon Q Q () €3 Asia Pacific (Mumbai) ¥

‘ Elastic Container Service

jubuntu@ip-172-16-0- ~5 ec2-instance2.shubham-mishra.online.shubham-mishra.online
[Namaste from Contain

lubuntu@ip-172-16-0-228:~5 ec2-instance2.shubham-mishra.online

[Hello from Instance

jubuntu@ip-172-16-0-228:~$ ec2-instancel.shubham-mishra.online

[Hello from Instance

jubuntu@ip-172-16-0-228:~5 ec2-dockerl.shubham-mishra.online

[Namaste from Container

jubuntu@ip-172-16-0-228:~5 ec2-docker2.shubham-mishra.online

[Namaste from Container




Multi-Domain Traffic Routing Using AWS ALB, EC2, Docker, and Route 53

Overview

Designed and implemented a highly available, domain-based routing architecture on AWS that
cleanly separates EC2-hosted services and Docker-based microservices using Application Load
Balancers and Route 53 DNS.

Key Outcomes Achieved

1. Domain-Based Traffic Segregation
o Successfully routed multiple custom domains to different backend workloads.
o EC2 instance domains returned “Hello from Instance”.
o Docker container domains returned “Namaste from Container”.
o Ensured deterministic routing using ALB listener rules and host headers.
2. Load Balancer Integration with Route 53
o Integrated Application Load Balancers with Route 53 using A (Alias) records.

o Eliminated direct Elastic IP exposure, enabling AWS-managed, scalable traffic
handling.

o Achieved seamless DNS resolution across multiple subdomains.
3. Secure HTTPS Enablement

o Implemented TLS termination at the ALB using AWS Certificate Manager
(ACM).

o Enabled HTTP-to-HTTPS redirection (301) to enforce secure access.

o Used wildcard certificates to support multiple subdomains with a single
certificate.

4. Backend Isolation and Clean Architecture



o Separated EC2 and Docker workloads using dedicated target groups and
separate ALBs for simplicity.

o Prevented accidental traffic leakage by explicitly defining routing rules and server
blocks.

o Ensured Docker services were isolated on internal ports and accessed only via
NGINX proxying.

5. High Availability and Observability Readiness
o Configured health checks for all target groups to ensure fault-tolerant routing.

o Designed the setup to support future enhancements such as Auto Scaling, WAF,
and CloudFront.

o Validated end-to-end flow using curl, DNS lookups, and TLS handshake
verification.

Technologies Used

e AWS Services: EC2, Application Load Balancer (ALB), Route 53, AWS Certificate
Manager (ACM)

e Containers: Docker, NGINX
e Networking: HTTP/HTTPS, TLS, DNS, Host-based routing

e OS: Linux (Ubuntu)

Final Result

Delivered a secure, scalable, and interview-ready AWS architecture demonstrating
real-world troubleshooting, DNS and load-balancer integration, HTTPS configuration, and
multi-service routing—aligned with production best practices.
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