
PROJECT 2 — EC2 + NGINX + Docker + Domain Mapping + SSL 

 
 

 



We will be using Same vpc and same subnets and same alb for this assignment so 
skipping vpc subnet steps 
 
Step 1) Now we will create Security group for EC2 and ALB_EC2 

 
                                                           SG for EC2  
 

 
                       SG for ALB 
 



Step 2)  We will launch two ec2 instances in private subnet and  install nginx and docker 
on both the servers.

 
 

 



 
Paste this user data into servers to install during bootstrapping. 
 



 
 

 
 
 
Step 3) Now we will launch bastion server to configure nginx on both servers in private 
subnets. 
 
 



 

 
 
 



 
 
Step 4) Now we will ssh into bashion server and copy pem file to ssh into private servers 
to configure nginx 
 

 
 
 
 



 
Successfull ssh into server 1 and we can see nginx and docker installed successfully. 
 
 

 
 
Successfull ssh into server 2 and we can see nginx and docker installed successfully. 
 
Step 5) Now we will remove default file at location  etc/nginx/sites-available and create 
two files on both private ec2 servers  

a)​ ec2-instance.conf 



 
 

b)​ ec2-docker.conf 

 
 
 



 
 

c)​ Then run  

 
 

d)​ Then 

 
 

e)​ Got output 
 

 
 
 

 
 
Step 6)  Now we will associate elastic ip as per assignment requirement to both private 
servers 
 



 

 
 
Step 7) Now we will create records in route53 for the servers for domain mapping to 
elastic ip  
 



 
 
Step 8) Now we will test the record  
 

 

 
Timeout error as elastic ip needs Internet gateway not NAT gateway so fix is  either use 
Internet gateway or move instances in public subnet 
Also modify subnet setting to allow auto assign public ip address 
Then working now 



 
 
 
Step 9) Now we will   create TG_DOCKER and TG_INSTANCE FOR new ALB 

CLOUDZENIA-LOADBALANCER-2 
 
 

 
 
 
 



 
 
Step 10) Now we will create new ALB 

 
 
Step 11) Now we will create rules for both TG based on header  
 



 
 
Step 12) Now we will create new records in Route 53 
 

 
 
 
Step 13) Now we will verify new records are working or not  

 
                              This confirms its working correctly 
 
Step 14) Now we will add SSL certificate for this new ALB 



 
 
Step 15) New SSL aaded in route53 



 
 
 
Step 16) Now we will attach this SSL to new ALB 
 



 
 
Step 17) Now we will add https rule 
 

 
 
 
Step 18) Now we will redirect all traffic on http to https 
 



 
 
​ Step 19) This confirms http redirected to https 



  
 
Step 20) Confirmation setup is successful 
 

  
 
 
 



Multi-Domain Traffic Routing Using AWS ALB, EC2, Docker, and Route 53 

Overview 

Designed and implemented a highly available, domain-based routing architecture on AWS that 
cleanly separates EC2-hosted services and Docker-based microservices using Application Load 
Balancers and Route 53 DNS. 

 

Key Outcomes Achieved 

1.​ Domain-Based Traffic Segregation​
 

○​ Successfully routed multiple custom domains to different backend workloads.​
 

○​ EC2 instance domains returned “Hello from Instance”.​
 

○​ Docker container domains returned “Namaste from Container”.​
 

○​ Ensured deterministic routing using ALB listener rules and host headers.​
 

2.​ Load Balancer Integration with Route 53​
 

○​ Integrated Application Load Balancers with Route 53 using A (Alias) records.​
 

○​ Eliminated direct Elastic IP exposure, enabling AWS-managed, scalable traffic 
handling.​
 

○​ Achieved seamless DNS resolution across multiple subdomains.​
 

3.​ Secure HTTPS Enablement​
 

○​ Implemented TLS termination at the ALB using AWS Certificate Manager 
(ACM).​
 

○​ Enabled HTTP-to-HTTPS redirection (301) to enforce secure access.​
 

○​ Used wildcard certificates to support multiple subdomains with a single 
certificate.​
 

4.​ Backend Isolation and Clean Architecture​
 



○​ Separated EC2 and Docker workloads using dedicated target groups and 
separate ALBs for simplicity.​
 

○​ Prevented accidental traffic leakage by explicitly defining routing rules and server 
blocks.​
 

○​ Ensured Docker services were isolated on internal ports and accessed only via 
NGINX proxying.​
 

5.​ High Availability and Observability Readiness​
 

○​ Configured health checks for all target groups to ensure fault-tolerant routing.​
 

○​ Designed the setup to support future enhancements such as Auto Scaling, WAF, 
and CloudFront.​
 

○​ Validated end-to-end flow using curl, DNS lookups, and TLS handshake 
verification.​
 

 

Technologies Used 

●​ AWS Services: EC2, Application Load Balancer (ALB), Route 53, AWS Certificate 
Manager (ACM)​
 

●​ Containers: Docker, NGINX​
 

●​ Networking: HTTP/HTTPS, TLS, DNS, Host-based routing​
 

●​ OS: Linux (Ubuntu)​
 

 

Final Result 

Delivered a secure, scalable, and interview-ready AWS architecture demonstrating 
real-world troubleshooting, DNS and load-balancer integration, HTTPS configuration, and 
multi-service routing—aligned with production best practices. 
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