
PROJECT 1 — 1. ECS with ALB, RDS, Route53, Acm, Iam and 
SecretsManager 
 
a. Infrastructure Requirements: 
i. ECS 
1. Create an ECS Cluster with the service running in Private 
Subnets. 
2. Services 
a. WordPress Docker Image 
b. Custom microservice (a lightweight Node.js 
application responding with “Hello from 
Microservice”). Share the Node.js code and 
DockerFile too. 
 
3. Setup auto scaling based on CPU and Memory. 
ii. RDS 
1. Choose the appropriate instance type to be used by 
WordPress as a database. 
2. Create custom user and password in RDS to be used with 
Wordpress that do not auto rotate. 
3. Configure automated backups. 
4. RDS instance should be deployed in the Private Subnets. 
iii. SecretsManager 
 
1. Store the RDS database credentials as secrets. 
iv. IAM and Security 
1. Configure the ECS task definition to use the secrets stored 
in AWS SecretsManager, ensuring the WordPress securely 
connects to the RDS instance. 
2. Use IAM roles to grant the ECS service the necessary 
permissions to access secrets from AWS SecretsManager. 
3. Security Groups should be the least privilege. 
v. Application Load Balancer (ALB) & Domain Mapping 
1. Set up an Application Load Balancer (ALB) in Public 
Subnets to handle incoming HTTP/HTTPS traffic. 



2. Set up SSL certificate. The website should not open HTTP. 
3. HTTP traffic should be redirected to HTTPS. 
4. Configure the ALB to associate with a domain name. 
"wordpress.<domain-name>" 
"microservice.<domain-name>" 
 

AWS Services Used 

Networking & DNS 

1.​ Amazon VPC – Custom VPC with public and private subnets​
 

2.​ Amazon Subnets – Public (ALB) and Private (ECS, RDS) subnets​
 

3.​ Internet Gateway (IGW) – Internet access for public subnets​
 

4.​ NAT Gateway – Outbound internet access for ECS tasks in 
private subnets​
 

5.​ Route Tables – Public, private, and database routing​
 

6.​ Amazon Route 53 – DNS management and domain mapping​
 

 

Load Balancing & Security 

7.​ Application Load Balancer (ALB) – Traffic routing and 
host-based routing​
 

8.​ AWS Certificate Manager (ACM) – SSL/TLS certificates​
 

9.​ Security Groups – Least-privilege network access control​
 



 

Containers & Orchestration 

10.​ Amazon ECS (Fargate) – Container orchestration without EC2 
management​
 

11.​ Amazon ECR – Docker image repository​
 

 

Database & Storage 

12.​ Amazon RDS (MySQL) – Managed relational database for 
WordPress​
 

13.​ RDS Subnet Group – Database isolation in private subnets​
 

 

Security & Identity 

14.​ AWS IAM – Roles and policies for ECS task execution​
 

15.​ AWS Secrets Manager – Secure storage of database 
credentials​
 

Monitoring & Logging 

16.​ Amazon CloudWatch – Logs and metrics for ECS tasks and 
ALB​
 

 

Automation & Scaling 



17.​ ECS Service Auto Scaling – CPU and memory-based auto 
scaling 

 
 
 
 
Step 1) We will create Vpc with cdir block 172.16.0.0/16 

 
 
Step 2) We will create subnets for Load balancer, App(ECS clusters), DB subnets. 

a)​ Will create Alb private subnet 1 with cidr block 172.16.0.0/24 



 
 
 
 
 
 
 
 

b)​ We will create alb public subnet  2 with cidr block 172.16.1.0/24 

 
 

c)​ We will create App private subnet 1 with cidr block 172.16.2.0/24 



 
 
 
 
 
 
 
 
 

d)​ We will create app private subnet 2 with cidr block 172.16.3.0/24 

 
 

e)​ We will create now DB subnet 1 fro database with cidr block 172.16.4.0/24 



 
 
 
 
 
 
 
 
 

f)​ We will create DB subnet 2 with cidr block 172.16.5.0/24 
 

 
 



Step 3) We will create internet gateway and attach it to Vpc to provide internet connectivity. 
 

 
 
 
 
 
 
 
Step 4) We will now attach the Internet gateway to the vpc 

 
 
Step 5) Now weill add route to internet in alb route table to make alb  subnets as public subnets. 



 
 
 
 
 
 
 
 
 
 
 
Step 6) We now attach the alb subnets to this route table created above. 

 
 



Step 7) We will now create private route table for app subnets and associate app/ecs subnets to 
this route table. 
 

 
 
 
 
 
 
 
 
Step 8) We will now create database route table and associate it with db subnets. 
 

 



 
Step 9) We can now verify all the resource created in vpc resource map . 

 
 
 
 
 
 
 
 
Step 10) We will create  now security group for load balancer. 

 
 



Step 11) We will create security group for ec2/ecs. Here we will allow http traffic from only 
loadbalancer sg  and ssh only from my ip. 

 
 
 
 
 
 
 
 
Step 12) We will create sg from database and allow port 3306 only from ec2/ecs security group. 

 
 



Step 13) Also we will create NAT gateway to provide outbound internet access for resources in 
private subnet for ec2/ecs  

 
 
 
 
 
 
 
 
Step 14) We will add route to internet using nat gateway in private route table of app/ecs 
subnets. 

 
Step 15) Now we will create RDS database  



 

 
 



 
 

 



 

 



 
 
Step 16) Now we will create ECR repository to store images and pull images in ECS 

 
 
Step 17) Now we will create files for docker image to store in ecr 

a)​ package.json 



 
 
 
 
 
 
 
 
 
 

b)​ app.js 



 
 

c)​ Dockerfile 

 



 

 
 
 

 
 

 



 
 

 

 
 
Microservice image in ECR 
 
 
Step 18) Now we will create ECS cluster 



 

 
 
Step 19) Now we will launch any ec2 and install mysql so that we can 
create database for wordpress  
 



 
 

 
Step 20) Now we will store db secrets in secret manager 



 
 
Step 21) Now we will create Iam role for ecs task definition 

a)​ ECS task execution role(used by ECS control plane) 

 
 
 
 
 
 
 
 
 



 
b)​ ECS task role ( used by application inside containers) 

 
 
Step 22) Now we will create task definition for ecs cluster 

 
a)​ Task definition for wordpress 

 
 



 
 

 
 



 
 

b)​ Task definition for nodejs microservice 
 

 



 
 

 
 
 
 
 
Step 23)  Now we will create two Target groups for our services like 
TG_MICROSERVICE and TG_WORDPRRESS 



 

 
 



 
 

 

 
 
 



 
 
For ECS Fargate, targets are registered automatically by the ECS service, so the target 
group is initially empty. 
 
 
 
STEP 24)  Now we will create application loadbalancer 
 

 
 



 
 

 
 



 
 
 
Step 25) lets create subdomain for our microservice and wordpress 
ecs tasks in different account as i already have domain over there  
 

 
 
 Step 26) Now we will create service for our ECS cluster 
 



 
 

 



 
 
 

 
 
 



 
 

a)​ Service for microservice task created successfully. 
 

 
                TG_MICROSERVICE registered target  
 
 
 
STEP 27) Once service created we can see task(container is running ) 
created. 



 
 
Step 28) Now lets verify accessibility from subdomain 

This confirms our micrservice ecs task is successfully created and it is responding over 
alb tg and route53 . 
 
 
Step 29) Now lets create another service in another task in ecs cluster 
for wordpress task definition 
 



 
 
 

 
 
 



 

 



 
Service created for wordpress task. 
 
Step 30) Now we can see two task for task definition ie Microservicre 
and wordpress created successfully. 

 
 
 
 
 
 
 
 
 
 



Step 31) Now our task for wordpress is failing due to missing 
permission ofr ecstaskexecutionrole. 

 
 
Step 31) Now we will create inpolicy to allow read secrets in secrets 
manager and attach it to ecstaskexecutionrole. 

 
 
 
 
 
 
 
 
 



Step 32)  Now  we will force new deployment after updating role for 
wordpress task definition. 

 
 
Step 33) Now we can see the target group for worpdress is in healthy 
state 
 

 
 
 
 
 
 
 
 
 



Step 34) Now we can see healthy container task for wordpress 

 
 
Step 35) Now lets verify worpress.shubham-mishra.online for another 
task definition 
 

 
This confirms that wordpress container is running and is accessible by alb through 
route53 domain. 
 
Step 31) Now Lets add SSL certificate to our domains and make sure 
only it resolves over https. 



 
We have successfully added ssl certificate in ACM and configured into Route53 of 
another account. 
 
Step 32)  Now we will add 443 listener in alb to use SSL certificate. 
 

 
 
Step 33) Now we will add rule for TG-MICROSERVICE target group if 
host headed is microservice.shubham-mishra.online then forward to 
TG-MICROSERVICE. 



 

 
 
Step 34)   Now we will add rule for TG-WORDPRESS  target group if 
host headed is wordpress.shubham-mishra.online then forward to 
TG-WORDPRESS. 
 

 
 
Step 35) Now we will add redirect rule in http if any request on http 
then redirect to https 443  



 
 
Step 36) Now we can see ssl certificate is working on our domain 
 

 

 
 
 
 
 
 



 
Step 37) Now we can see that even http request is being redirected to 
https. 

 

 

 
 
 
 

Project Outcome 

●​ Successfully designed and implemented a production-ready 
AWS architecture using ECS Fargate, Application Load Balancer, 



RDS, Secrets Manager, IAM, ACM, and Route 53.​
 

●​ Deployed two containerized services:​
 

○​ WordPress application backed by Amazon RDS (MySQL) 
running in private subnets.​
 

○​ Custom Node.js microservice responding with “Hello from 
Microservice”, fully containerized using Docker.​
 

●​ Ensured secure architecture by:​
 

○​ Running ECS tasks and RDS instances in private subnets.​
 

○​ Restricting database access using least-privilege security 
groups.​
 

○​ Storing and consuming database credentials securely via 
AWS Secrets Manager.​
 

○​ Granting ECS access through IAM task roles without 
hard-coding secrets.​
 

●​ Implemented high availability and scalability:​
 

○​ Application Load Balancer deployed in public subnets.​
 

○​ Traffic routed using host-based routing to separate target 
groups.​
 

○​ Enabled ECS Service Auto Scaling based on CPU and 
memory utilization.​
 

●​ Configured secure domain access:​
 



○​ Integrated custom subdomains:​
 

■​ wordpress.<domain>​
 

■​ microservice.<domain>​
 

○​ Implemented HTTPS using AWS Certificate Manager (ACM).​
 

○​ Enforced HTTP → HTTPS redirection at the ALB level.​
 

●​ Achieved cost-optimized design:​
 

○​ ECS services can scale down to zero tasks when not in 
use.​
 

○​ NAT Gateway and ECS services can be safely stopped and 
re-enabled without configuration changes.​
 

○​ RDS endpoint remains unchanged during stop/start 
operations.​
 

●​ Validated successful deployment by:​
 

○​ Accessing both applications through custom HTTPS 
domains.​
 

○​ Verifying healthy target group status and successful ALB 
routing.​
 

○​ Confirming secure database connectivity from WordPress 
via Secrets Manager. 
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