PROJECT 1 — 1. ECS with ALB, RDS, Route53, Acm, lam and
SecretsManager

a. Infrastructure Requirements:

i. ECS

1. Create an ECS Cluster with the service running in Private
Subnets.

2. Services

a. WordPress Docker Image

b. Custom microservice (a lightweight Node.js

application responding with “Hello from

Microservice”). Share the Node.js code and

DockerFile too.

3. Setup auto scaling based on CPU and Memory.

ii. RDS

1. Choose the appropriate instance type to be used by
WordPress as a database.

2. Create custom user and password in RDS to be used with
Wordpress that do not auto rotate.

3. Configure automated backups.

4. RDS instance should be deployed in the Private Subnets.
iii. SecretsManager

1. Store the RDS database credentials as secrets.

iv. IAM and Security

1. Configure the ECS task definition to use the secrets stored
in AWS SecretsManager, ensuring the WordPress securely
connects to the RDS instance.

2. Use IAM roles to grant the ECS service the necessary
permissions to access secrets from AWS SecretsManager.
3. Security Groups should be the least privilege.

v. Application Load Balancer (ALB) & Domain Mapping

1. Set up an Application Load Balancer (ALB) in Public
Subnets to handle incoming HTTP/HTTPS traffic.



2. Set up SSL certificate. The website should not open HTTP.
3. HTTP traffic should be redirected to HTTPS.

4. Configure the ALB to associate with a domain name.
"wordpress.<domain-name>"
"microservice.<domain-name>"

AWS Services Used

Networking & DNS

1. Amazon VPC - Custom VPC with public and private subnets
2. Amazon Subnets — Public (ALB) and Private (ECS, RDS) subnets
3. Internet Gateway (IGW) — Internet access for public subnets

4. NAT Gateway — Outbound internet access for ECS tasks in
private subnets

5. Route Tables — Public, private, and database routing

6. Amazon Route 53 — DNS management and domain mapping

Load Balancing & Security

7. Application Load Balancer (ALB) — Traffic routing and
host-based routing

8. AWS Certificate Manager (ACM) — SSL/TLS certificates

9. Security Groups — Least-privilege network access control



Containers & Orchestration

10. Amazon ECS (Fargate) — Container orchestration without EC2
management

11. Amazon ECR - Docker image repository

Database & Storage

12. Amazon RDS (MySQL) — Managed relational database for
WordPress

13. RDS Subnet Group — Database isolation in private subnets

Security & Identity

14. AWS IAM - Roles and policies for ECS task execution

15. AWS Secrets Manager — Secure storage of database
credentials

Monitoring & Logging

16. Amazon CloudWatch - Logs and metrics for ECS tasks and
ALB

Automation & Scaling



17. ECS Service Auto Scaling — CPU and memory-based auto
scaling

Step 1) We will create Vpc with cdir block 172.16.0.0/16

v CreateVpc | VPC Console x  + _ a

&« C 25 ap-south-1.console.aws.amazon.com/vpcconsole/home?region=ap-south-1#CreateVpc:createMode=vpcOnly Q b} e

= VPC > YourVPCs 3 Create VPC ® 6

Name tag - optional
Creates a tag with a key of ‘Name' and a value that you specify.

[ cusTom_veC

1Pv4 CIDR block  Info
© 1Pv4 CIDR manual input
IPAM-allocated IPv4 CIDR block

IPv4 CIDR

[ 172.16.0.0/1¢ )
CIDR block size must be between /16 and /28,

IPv6 CIDR block Info

© NoIPv6 CIDR block
IPAM-allocated IPv6 CIDR block
‘Amazon-provided IPv6 CIDR block
IPv6 CIDR owned by me

Tenancy Info

[ Default v )

VPC encryption control ($) - new  info
Monitor mode provides visibility into encryption status without blocking traffic. Enforce mode prevents unencrypted traffic. Additional charges apply (2

© None ’

Enforce mode

Requires all resources, except exclusions, in
your VPC to be encryption-capable and blocks
creation of unencrypted resources

Monitor mode

See which resources in your VPC are
unencrypted but allow the creation of
unencrypted resources.

Step 2) We will create subnets for Load balancer, App(ECS clusters), DB subnets.
a) Will create Alb private subnet 1 with cidr block 172.16.0.0/24



v & vpC|ap-south-1 x  +

& Cc 25 ap-south-1.console.aws.amazon.com/vpcconsole/home?region=ap-south-1#CreateSubnet:

= VPC > Subnets > Create subnet o5 6

Associated VPC CIDRs

1Pv4 CIDRs
172.16.0.0/16

Subnet settings
Specify the CIDR blocks and Availability Zone for the subnet.
Subnet 10f 1

Subnet name
Create a tag with a key of 'Name' and a value that you specify.

[ ALB_PUBLIC_SUBNET_1

The name can be up to 256 characters long

Availability Zone Info
Choose the zone in which your subnet will reside, or let Amazon choose one for you.

| Asia Pacific (Mumbai) / aps1-az1 (ap-south-1a) v
1Pv4 VPC CIDR block  Info

Choose the VPC's IPv4 CIDR block for the subnet. The subnet's IPv4 CIDR must lie within this block.

(172.16.00/16 v )

IPv4 subnet CIDR block

172.16.0.0/24

> A v

b) We will create alb public subnet 2 with cidr block 172.16.1.0/24

v [@ vrc|ap-south-1 x  +

< C 25 ap-south-1.console.aws.amazon.com/vpcconsole/home?region=ap-south-1#CreateSubnet:

VPC > Subnets > Create subnet

172.16.0.0/16

Subnet settings
Specify the CIDR blocks and Availability Zone for the subnet

Subnet 1 of 1
Subnet name
Create a tag with a key of 'Name' and a value that you specify.
\' ALB_PUBLIC_SUBNET_2

‘The name can be up to 256 characters long.

Availability Zone Info
Choose the zone in which your subnet will reside, or let Amazon choose one for you.

[ Asia Pacific (Mumbai) / aps1-az3 (ap-south-1b) v |

IPv4 VPC CIDR block  Info
Choose the VPC's IPv4 CIDR block for the subnet. The subnet's IPv4 CIDR must lie within this block.

(172.16.0.0/16 v )

IPv4 subnet CIDR block

172.16.1.0/24

< > A v

v Tags - optional
Key Value - optional

c) We will create App private subnet 1 with cidr block 172.16.2.0/24



v [ vec|ap-south-1 x [ = o x

& c 25 ap-south-1.console.aws.amazon.com/vpcconsole/home?region=ap-south-1#CreateSubnet: QU W 3 ®

= VPC > Subnets > Createsubnet ® B ¢

IPv4 CIDRs
172.16.0.0/16

Subnet settings
Specify the CIDR blocks and Availability Zone for the subnet.
Subnet 1 of 1

Subnet name
Create a tag with a key of ‘Name' and a value that you specify.

| APP_PRIVATE_SUBNET_1

The name can be up to 256 characters long.

Availability Zone Info
Choose the zone in which your subnet will reside, or let Amazon choose one for you.

[ Asia Pacific (Mumbai) / aps1-az1 (ap-south-1a) v

IPv4 VPC CIDR block  Info
Choose the VPC's IPv4 CIDR block for the subnet. The subnet's IPv4 CIDR must lie within this block.

(1721600716 v |

IPv4 subnet CIDR block

172.16.2.0/24

< > A v

v Taas - antional

d) We will create app private subnet 2 with cidr block 172.16.3.0/24

v VPC | ap-south-1 X+ - o X
& (6] 25 ap-south-1.console.aws.amazon.com/vpcconsole/home?region=ap-south-1#CreateSubnet: QU & ® :
Shubham Mishra
= VPC > Subnets > Create subnet 0B ®
a

Associated VPC CIDRs

1Pv4 CIDRs
172.16.0.0/16

Subnet settings
Specify the CIDR blocks and Availability Zone for the subnet.

Subnet 1 of 1
Subnet name
Create a tag with a key of 'Name' and a value that you specify.
\' APP_PRIVATE_SUBNET_2

‘The name can be up to 256 characters long.

Availability Zone Info
Choose the zone in which your subnet will reside, or let Amazon choose one for you.

(" Asia Pacific (Mumbai) / aps1-az3 (ap-south-1b) v )

IPv4 VPC CIDR block  Info
Choose the VPC's IPv4 CIDR block for the subnet. The subnet's IPvd CIDR must lie within this block.

((172.16.0.0/16 v

IPv4 subnet CIDR block

172.16.3.0/24

< > A v

e) We will create now DB subnet 1 fro database with cidr block 172.16.4.0/24



v [ vrc|ap-south-1 x  + = o %

ap-south-1.console.aws.amazon.com/vpcconsole/home?region=ap-south-1#CreateSubnet: aQ ¥ b} ®

Account ID: 3905-0378-1838 v

VPC » Subnets » Createsubnet ® B 6

Associated VPC CIDRs .

1Pv4 CIDRs
172.16.0.0/16

Subnet settings
Specify the CIDR blocks and Availability Zone for the subnet.
Subnet 1 of 1

Subnet name
Create a tag with a key of 'Name' and a value that you specify.

| DB_PRIVATE_SUBNET_1

The name can be up to 256 characters long.

Availability Zone Info
Choose the zone in which your subnet will reside, or let Amazon choose one for you.

(" Asia Pacific (Mumbai) / aps1-az1 (ap-south-1a) v |

IPv4 VPC CIDR block  Info
Choose the VPC's IPvd CIDR block for the subnet. The subnet's IPv4 CIDR must lie within this block.

(1721600716 v )

IPv4 subnet CIDR block

172.16.4.0/24

< > A v

f)  We will create DB subnet 2 with cidr block 172.16.5.0/24

v VPC | ap-south-1 X  + - o X

%
M
®

ap-south-1.console.aws.amazon.com/vpcconsole/home?region=ap-south-1#CreateSubnet: Q

Shubham Mishra

VPC > Subnets » Create subnet ® 8B o

IPv4 CIDRs
172.16.0.0/16

Subnet settings
Specify the CIDR blocks and Availability Zone for the subnet.

Subnet 1 of 1

Subnet name
Create a tag with a key of 'Name' and a value that you specify.

| DB_PRIVATE-SUBNET_2

The name can be up to 256 characters long.

Availability Zone Info
Choose the zone in which your subnet will reside, or let Amazon choose one for you.

(" Asia Pacific (Mumbai) / aps1-az3 (ap-south-1b) v )

IPv4 VPC CIDR block  Info
Choose the VPC's IPv4 CIDR block for the subnet. The subnet's IPv4 CIDR must lie within this block.

(" 172.16.00/16 v )

IPv4 subnet CIDR block

172.16.5.0/24

< > A v



Step 3) We will create internet gateway and attach it to Vpc to provide internet connectivity.

v B vrC|ap-south-1 X 4+ = o X

< Cc 25 ap-south-1.console.aws.amazon.com/vpcconsole/home?region=ap-south-1#CreatelnternetGateway: QU b} ®

= VPC > Internetgateways > Create internet gateway OB 6

Create internet gateway i

An internet gateway is a virtual router that connects a VPC to the intemet. To create a new internet gateway specify the name for the gateway below.

Internet gateway settings

Name tag
Creates a tag with a key of 'Name' and a value that you specify.

( IGW_CUSTOM_VPC ]

Tags - optional

Atagis a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to search and filter your resources or track your AWS costs.
Key Value - optional
[Q Name X | [ Q 16w_custom_vPC X ] (Remove )

Add new tag

You can add 49 more tags.

cancel (| Create internet gateway

Step 4) We will now attach the Internet gateway to the vpc
v VPC | ap-south-1 x 4+ = fa) X

& c 25 ap-south-1.console.aws.amazon.com/vpcconsole/home?region=ap-south-1#AttachinternetGateway:internetGatewayld=igw-06414ce2905ebb304 & ¥¢ & ®

Account ID: 3905-0378-1838 v
B & @ © AePadicMmbai v Shubham Mishra

VPC > Internet gateways > Attach to VPC (igw-06414ce2905ebb304) OB 6

@© The following internet gateway was created:

Attach to VPC (igw-06414ce2905ebb304) i

06414ce2905ebb304 - IGW_CUSTOM_VPC. You can now attach to a VPC to enable the VPC to communicate with the internet.

VPC

Attach an internet gateway to a VPC to enable the VPC to communicate with the internet. Specify the VPC to attach below.

Available VPCs
Attach the internet gateway to this VPC.

((Q vpe-ocbbordsser1bath ] %)

» AWS Command Line Interface command

Cancel | Attach internet gateway

Step 5) Now weill add route to internet in alb route table to make alb subnets as public subnets.



v VPC | ap-south-1

& c %

x IS

ap-south-1.console.aws.amazon.com/vpcconsole/home?region=ap-south-1#RouteTableDetails:RouteTableld=rtb-0fed3cdf96 c39f0f 1 hAd

g9 @

e VPC > Routetables > rtb-Ofed3cdf96c39f0f1

VPC dashboard <
AWS Global View 12!

| Filter by VPC: v |

4

Virtual private cloud
Your VPCs

Subnets

Route tables

Internet gateways

Egress-only Internet

Details info
Route table ID
D) rtb-Ofed3cdfo6c39f0f1

VPC
vpc-0cbb91d56e71b4fb7 |
CUSTOM_VPC

Routes

Routes (2)

Subnet associations

4 0 @

Main

01 Yes

Owner ID
I5) 390503781838

Edge associations Route propagation

Explicit subnet associations

3905-0378-1838 '
Shubham Mish

® B @6

Asia Pacific (Mumbai) v

Edge associations

Tags

@

gateways | Q Filter routes | 1
DHCP option sets Destination v | Target v | Status v | Propagated v | Route Origin v |
Elastic IPs 0.0.0.0/0 igw-06414ce2905ebb... @ Active No Create Route
Managed prefix lists 172.16.0.0/16 local @ Active No Create Route Table
NAT gateways
Step 6) We now attach the alb subnets to this route table created above.
v VPC| ap-south-1 x o+ - a8 x
< C 25 ap-south-1.console.aws.amazon.com/vpcconsole/home?region=ap-south-1#RouteTableDetails:RouteTableld =rtb-Ofed3cdf96c39f0f1 Yo b} ®

Q Search

84 0 @

Asia Pacific (Mumbai) v

905-0378-1838 v
Shubham Mishra

e VPC > Routetables > rtb-0Ofed3cdf96c39f0f1

a

VPC dashboard <

AWS Global View 12

| Filter by VPC: v |

v Virtual private cloud
Your VPCs
Subnets
Route tables
Internet gateways

Egress-only Internet
gateways

DHCP option sets
Elastic IPs
Managed prefix lists

NAT gateways

Details info
Route table ID
[0 rtb-Ofed3cdf96c39f0f1

VPC
vpc-0cbb91d56e71b4fb7 |
CUSTOM_VPC

Routes

Subnet associations

Main Explicit subnet associations
0 Yes 2 subnets
Owner ID

[0] 390503781838

Edge associations Route propagation Tags

Explicit subnet associations (2)

| Q. Find subnet association

Name
ALB_PUBLIC_SUBNET_2

ALB_PUBLIC_SUBNET_1

v | Subnet ID v

IPv4 CIDR
subnet-066347e4285a59a2a 172.16.1.0/24

subnet-0a87fcb6fff130171 172.16.0.0/24

® B! ©

Edge associations

Edit subnet associations

1
v | 1pv6 cIDR v |



Step 7) We will now create private route table for app subnets and associate app/ecs subnets to
this route table.

v B vec|ap-south-1 x  + = o X

ap-south-1.console.aws.amazon.com/vpcconsole/home?region=ap-south-1#RouteTableDetails:RouteTableld =rtb-098a6e1f53002dc00 QU W 3 ® :

e VPC > Routetables > rtb-098a6e1f53002dc00 ® & 8

ions for rtb-098a6e1f53002dc00 / API

RIVATE_ROUTE_TABL!

A5 Global View rth-098a6e153002dc00 / APP_PRIVATE_ROUTE_TABLE

| Fitter by vpC: v |

VPC dashboard < - @ You have successfully updated subnet associ

v Virtual private cloud Details e

Vour VPC Route table ID Main Explicit subnet associations Edge associations
ourvees I} rtb-098a6e153002dc00 TE No -
Subnets
Route tabl vPC Owner ID
oute tables vpc-0cbb91d56e71b4fb7 | CUSTOM_VPC 5 390503781838
Internet gateways
Egress-only Internet L o .
gateways Routes Subnet associations Edge associations Route propagation Tags
DHCP option sets
Elastic IPs Explicit subnet associations (2)
Managed prefix lists (" Find subnet association ) 1 5]
NAT gateways Name v | SubnetiD v | IPvacIDR v | 1Pv6 CIDR v |
Peering connections APP_PRIVATE_SUBNET_1 subnet-0eaf843ff693c4053 172.16.2.0/24 -
Route servers APP_PRIVATE_SUBNET_2 subnet-001f00096d2d1f6a4 172.16.3.0/24 -
¥ Security
Network ACLs Subnets without explicit associations (2) Edit subnet associations
Security groups The following subnets have not been explicitly associated with any route tables and are therefore associated with the main route table:

Step 8) We will now create database route table and associate it with db subnets.

v [@ vrc|ap-south-1 X+ = a 1%

< (¢} 25 ap-south-1.console.aws.amazon.com/vpcconsole/home?region=ap-south-1#RouteTableDetails:RouteTableld=rtb-050f2db8207 ab6f8e aQ v ) @

Shubham Mishra

e VPC > Routetables > rtb-050f2db8 OB 6
a a
VPC dashboard < rtb-050f2db8207ab6f8e / DB_PRIVATE_ROUTE_TABLE
AWS Global View 2
[ Fitter by vec: v | Details inio
B Route table ID Main Explicit subnet associations. Edge associations
v Virtual private cloud 53 rtb-050f2db8207ab6fge 1A No -
Your VPCs vPC Owner ID
Subnets vpc-0cbb91d56e71b4fb7 | CUSTOM_VPC 15 390503781838
Route tables
Internet gateways Routes Subnet associations Edge associations Route propagation Tags
Egress-only Internet
ateways . . - —
9 v Explicit subnet associations (2)
DHCP option sets ; y
| Q Find subnet association 1 o
Elastic IPs . )
Managed prefix lists Name v | SubnetiD v | IpvaCiDR v | IPv6CIDR v |
NAT gateways DB_PRIVATE_SUBNET_1 subnet-Od8ff8fa7e922ed0 172.16.4.0/24 -
Peering connections DB_PRIVATE-SUBNET_2 subnet-0b15536b6a1070f4c 172.16.5.0/24 -
Route servers
v Security Subnets without explicit associations (0)
The following subnets have not been explicitly associated with any route tables and are therefore associated with the main route table:
Network ACLs . §
1
Security groups \‘ Q Find subnet association '\ [}
Name v | SubnetiD v | IpvaciDR v | 1pPveCIDR v |

4

PrivateLink and
Iattica



Step 9) We can now verify all the resource created in vpc resource map .

v B vrC|ap-south-1 X 4+ = o X

& C 25 ap-south-1.console.aws.amazon.com/vpcconsole/home?region=ap-south-1#VpcDetails:Vpcld=vpc-0cbb91d56e7 1b4fb7 ORI ¢ & @

[—— o8 e
vpC PR vpc-0cbb91d56e71b4fb7 / CUSTOM_VPC
dashboard
Details o
AWS Global Vew &
vecio sute Block Public Access DN hostnames
( v [P p— © aiable Qor Enablca
 Virtual private cloud ONS resolution Tenancy DHCP aption set Main route table
enabled detait opL0SET0T9994c329 - Ofed3cdS6CE9NON / ALB_ROUTE
Yourvecs
Subnes Main network ACL Default vpC Ipvs coR 1P poot
30.026129852015786 No 1721600716 N
Route tabes
ntemet gateways 1P CIDR grou) Network Address Usage metrics Route 53 Resolver DNS Firewal rue groups Ouner D
- Disabled - Iy 390503781838
Egress-oy Intemet
gateuays Encryption control 1D Encryption control mode.
DHCP opton sets - -
asticlps
Managed prefc st Resource map | CIDRs | Flowlogs | Tags | Integrations
Pecring connectons Resource map e @ showall detais
Routeservers
¥ Security VPC Subnets (6) Route tables (3) Network Connections (1)
Network ACLs Vour AWS virtual network Subrnets vithin this VPC Route network afic t resources Connections toather etworks
Securiy groups
o cusTom_vee ap-south-ta APP_PRIVATE ROUTE_TABLE IGW_CUSTOM vPC
v PrivateLink and © ALB_PUBLIC SUBNET_1
Lattice ALB_ROUTE_ThBLE
Cetting started ) APP_PRIVATE_SUBNET 1
0B PRIVATE_ROUTE_TABLE
Endpoints 3 0B_PRNATE SUBNET_1
Endpoint serices
ap-southlb

© ALB_PUBLIC_SUBNET_2
Resource configurations O APP_PRIVATE SUBNET 2
Resource gateways 0 0B PRIVATESUBNET 2
Target groups

Domain
verfiations. New

v DNs firewall
Rule groups

Domain lsts -

Step 10) We will create now security group for load balancer.

subnets | VPC Console x [ CreateSecurityGroup | EC2|ap X + - o X

ap-south-1.console.aws.amazon.com/ec2/home?region=ap-south-1#CreateSecurityGroup: Q & ®

& (6]

B L8 @ ® @ rsaPaific(Mumba) v

@ etstic Container Service

= EC2 > SecurityGroups > Create security group o5 6

A security group acts as a virtual firewall for your instance to control inbound and outbound traffic. To create a new security group, complete the fields below.

Basic details
Security group name Info

| ALB_se

Name cannot be edited afts

Description Info

| allows https request on alb

VPC info

| vpc-0cbb91d56e71b4fb7 (CUSTOM_VPC) v

Inbound rules info

Type Info Protocol Info Portrange Info Source Info Description - optional Info

| HTTP v | | Anywhe... ¥ | (

| HTTPS v | [ Anywhe.. v |

| HTTP v | [ Anywhe.. v |

(s :

Add rule v



Step 11) We will create security group for ec2/ecs. Here we will allow http traffic from only
loadbalancer sg and ssh only from my ip.

v [ subnets | VPC Console x [ CreateSecurityGroup [EC2[ap X+ = o X

& c 25 ap-south-1.console.aws.amazon.com/ec2/home?region=ap-south-1#CreateSecurityGroup: QU b} ®

1 (Q s Alt+S Q @ o] Asia Pacific (Mumbai) ¥

@ Etastic Container Service

= EC2 > Security Groups > Create security group ® B ®
Security group name Info &
| EC2_SG
Name cannot be edited after creation.
Description Info
[ allows access to ec2
VPC info
| vpc-0cbb91d56e71b4fb7 (CUSTOM_VPC) v |
Inbound rules it
Type Info Protocol Info Portrange Info Source Info Description - optional Info
[ wrTe v [(custom v | [ Q sg-088ebedoaferebses X | | | (petete )
sg-088ebcd9afe76b8e9 X
[ ssH v | [ MyiP v | ) [( Delete )]
Outbound rules i v
Step 12) We will create sg from database and allow port 3306 only from ec2/ecs security group.
v [E Create task definit. X [B CreateSecurityGro X Secrets Manager | X | BH Create database | X | B db_subnets - Subr X SubnetDetails | VP X | + = fa] X

& c 25 ap-south-1.console.aws.amazon.com/ec2/home?region=ap-south-1#CreateSecurityGroup: aQ Y o} ®

B & ® @ AsaPacfic(Mumba) v

@ Eistic Contoiner Service

= EC2 > SewrityGroups > Create security group o5 6

A security group acts as a virtual firewall for your instance to control inbound and outbound traffic. To create a new security group, complete the fields below.

Basic details
Security group name Info
| pB_se

Narme cannot be edited after creation.

Description Info

[ alows rdsa to be concected only through ec2

VPCinfo
| wpc-0cbb91d56e71b4fb7 (CUSTOM_VPC) v

Inbound rules info

Type info Protocol Info Portrange Info Source Info Description - optional Info

[ MYsQL/Aurora v [ custom v | [ Q sg-Ocot11eacfatsfcss X | | )
59-0c9111ea0f4f8fc55 X

Add rule

Outbound rules i

Type nfo Protocol Info Portrange Info Destination Info Description - optional Info

| Alltraffic v | | custom v | [ Q ] |




Step 13) Also we will create NAT gateway to provide outbound internet access for resources in
private subnet for ec2/ecs

& VPC | ap-south-1 X & securityGroup | EC2 | ap-south % ¥ EC2Instance Connect | ap-sout X ar - o X
< C 25 ap-south-1.console.aws.amazon.com/vpcconsole/home?region=ap-south-1#CreateNatGateway: Q ¥ 3 Sy ©

@ Etastic Container Service

= VPC > NATgateways > Create NAT gateway © 5 ¢

| naT

he name can be up to 256 characters long

Availability mode info
Choose whether to deploy across all zones in the region or restrict to a single availability zone

(©) Regional - new ‘

cally acrossall regional AZs, simplifying management for multi AZ ides granular control within a specific availability zone, adhering to subnet level

dey settings.

vPC

Select a VPC in which to create the regional NAT gateway.

| vpc-0cbb91d56e71bdfh7 (CUSTOM_VPC) v

Connectivity type
Select a connectivity type for the NAT gateway.

© Public

Method of Elastic IP (EIP) allocation Info

Choose how IP addresses are associated with NAT gateways.

Manual
M; s 51 r compliance or whitelisting. Note: Req
loads expand.

Tags

A tag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to search and filter your resources or track your AWS costs.

Key Value - optional

[ Q Neme X ) ([ nat X | ((Remove )

Add new tag

Step 14) We will add route to internet using nat gateway in private route table of app/ecs
subnets.

v Bl vec|ap-south-1 x [ SecurityGroup | EC2 | ap-south X ¥ EC2 Instance Connect | ap-sout X | + = fa] X
& c 25 ap-south-1.console.aws.amazon.com/vpcconsole/home?region=ap-south-1#EditRoutes:RouteTableld=rtb-098a6e1f53002dc00 QW o} Yy ©®

= VPC > Routetables > rtb-098a6e1f53002dc00 > Edit routes I

Edit routes

Destination Target Status Propagated Route Origin

172.16.0.0/16 [ local v | ©Active No CreateRouteTable
[ Q local X )

(@ 0000/0 X | [ NAT Gateway v - No CreateRoute
(Q nat-17f9afaszeatercrd %)

cancel e

Step 15) Now we will create RDS database



& Bills | Billingand € X E Load balancers | - X Elastic IP addresse. X Create database X Secrets | Secrets v X Lj Get started | Elasti. X ar - ()
&< (€] 25 ap-south-1.console.aws.amazon.com/rds/home?region=ap-south-1#launch-dbinstance: Q & W ) ®

e ] Account ID: 3905-0378-1838 v
2] Q ®@ @ Asia Pacific (Mumbai) v Shubham Mishra

@ Elastic Container Service

AuroraandRDS > Databases ) Create database ® B o
Create database i

Choose a database creation method

© Full configuration Easy create
You set all of the configuration options, including ones for availability, security, backups, and maintenance. Use recommended best-practice configurations. Some configuration options can be changed after the database is created.

Engine options

Engine type Info

Aurora (MySQL Compatible) Aurora (PostgreSQL Compatible) O MysQL PostgreSQL
. :
2 S L1

SOL server IBM Db2

ﬂ ORACLE

MariaDB Oracle Microsoft SQL Server 1BM Db2

Edition
& Bills | Billingand ¢ % | [& Load balancers|E X Elastic IP addresse X Create database X Secrets | Secrets IV X Get started | Elasti X ar - o X
< c 25 ap-south-1.console.aws.amazon.com/rds/home?region=ap-south-1#launch-dbinstance: Q & Y b} ®

Account ID: 3905-0378-1838 v
[Alt+S] @ Ask Amazon Q B 2 ® @ Asia Pacific (Mumbai) v Shubham Mishra

@ Elastic Container Service

AuroraandRDS > Databases > Create database o)
© MySQL Community

Engine version Info
View the engine versions that support the following database features.

v Hide filters

(O show only versions that support the Multi-AZ DB cluster Info
Create a A Multi-AZ DB cluster with one primary DB instance and two readable standby DB instances. Multi-AZ DB clusters provide up to 2x faster transaction commit latency and autornatic failover in typically under 35 seconds.

(@ show only versions that support the Amazon RDS Optimized Writes  Info
Amazon RDS Optimized Writes improves write throughput by up to 2x at no additional cost.

Engine version

| MysaLs.0.43 v

() Enable RDS Extended Support Info
Amazon RDS Extended Support is a paid offering 2. By selecting this option, you consent to being charged for this offering if you are running your database major version past the RDS end of standard support date for that version. Check the end of standard support date for your

major version in the RDS for MySQL documentation (2

Templates
Choose a sample template to meet your use case.

Production Dev/Test © sandbox
Use defaults for high availability and fast, consistent performance. This instance is intended for development use outside of a production environment. To develop new applications, test existing applications, or gain hands-on experience
with Amazon RDS.




Bills | Bi

ngand C X | [B Loadbalancers|E. X | [ Elastic IP address

X

Create database X

c 25 ap-south-1.console.aws.amazon.com/rds/home?region=ap-south-1#launch-dbinstance:

[Alt+S] @ Ask Amazon Q

Secrets | Secrets ' X | [€] Getstarted [Elasti X | +

Settings

DB instance identifier Info

Type a name for your DB instance. The name must be unique across all DB instances owned by your AWS account in the current AWS Region

[ cloudzenia-database

Q&% O O

‘The DB instance identifier is case-insensitive, but is stored as all lowercase (as in "mydbinstance"). Constraints: 1 to 63 alphanumeric characters or hyphens. First character must be a letter. Can't contain two consecutive hyphens. Can't end with a hyphen.

v Credentials Settings

Master username Info
Type alogin ID for the master user of your DB instance.

(" admin

1t0 16 alphanumeric characters. The first character must be a letter.

Credentials management

You can use AWS Secrets Manager or manage your master user credentials.

Managed in AWS Secrets Manager - most secure

RDS generates a password for you and manages it throughout its lifecycle using AWS Secrets Manager.

O Self managed

Create your own password or have RDS create a password that you manage.

(] Auto generate password

Amazon RDS can generate a password for you, or you can specify your own password.

Master password | Info

Bills | Billng and ¢ X [E] Load balancers|E© X & Elastic IP address

X

Create database

X

C 25 ap-south-1.console.aws.amazon.com/rds/home?region=ap-south-1#launch-dbinstance:

@ Etastic Container Service

AuroraandRDS > Databases > Create database

DB instance class | Info

v Hide filters

[Alt+S] 3 Ask Amazon Q

(P Show instance classes that support Amazon RDS Optimized Writes Info
Amazon RDS Optimized Writes improves write throughput by up to 2x at no additional cost.

@ Include previous generation classes

© Burstable classes (includes t classes)

Secrets |Secrets ' X | [E] Getstarted |Elasti X | +

| dbit3.micro

v
2vCPUs 1GIBRAM EBS Bandwidth: Up to 2,085 Mbps Network: Up to 5 Gbps
Storage
Storage type Info
Provisioned IOPS SSD (io2) storage volumes are now available.
g

General Purpose SSD (gp2)
Baseline performance determined by volume size

Allocated storage Info

| 20

Allocated storage value must be 20 GiB to 6,144 GiB

6B 4 0 @

Q& X O O

Asia Pacific (Mumbai) v

Account ID: 3905-0378-1838 w
Shubham Mishra




v Bills | Billingand €. X Load balancers | E. X | [@] ElasticIP addresse X [ Create database | X Secrets | Secrets ' X | [€] Getstarted |Elasti X | + = o X
<« > C s ap-south-1.console.aws.amazon.com/rds/home?region=ap-south-1#launch-dbinstance: Q & w In) ® :

@ Ask Amazon Q B 4 @ @ AsiaPacific (Mumbai) v S

@ Etestic Container Service

= AuroraandRDS > Databases » Create database ® B 6

Connectivity info @

Compute resource
Choose whether to set up a connection to a compute resource for this database. Setting up a connection will automatically change connectivity settings so that the compute resource can connect to this database.

© Don't connect to an EC2 compute resource () Connect to an EC2 compute resource
Don't set up a connection to a compute resource for this database. You can manually set up a connection to a compute resource later. Set up a connection to an EC2 compute resource for this database.

Virtual private cloud (VPC) Info

Choose the VPC. The VPC defines the virtual networking environment for this DB instance.

[ CUSTOM_VPC (vpc-Ocbb91d56e71b4fb7) v @
6 Subnets, 2 Availability Zones

Only VPCs with a corresponding DB subnet group are listed.

[ (@ After a database is created, you can't change its VPC. ]

DB subnet group  Info
Choose the DB subnet group. The DB subret group defines which submets and IP ranges the DB instance can use in the VPC that you selected.

db_subnets v
2 Subnets, 2 Availability Zones
Public access Info
O Yes
RDS assigns a public IP address to the database. Amazon EC2 instances and other resources outside of the VPC can connect to your database. Resources inside the VPC can also connect to the database. Choose one or more VPC security groups that specify which resources can connect
to the database.
O No
RDS doesn't assign a public IP address to the database. Only Amazon EC2 instances and other resources inside the VVPC can connect to your database. Choose one or more VPC security groups that specify which resources can connect to the database.
<« > C ap-south-1.console.aws.amazon.com/rds/home?region=ap-south-1#databases: QU & W & ®

Connection details to your database cloudzenia-database X
This is the only time you can view this password. Copy and save the password for your
reference. If you lose the password, you must modify your database to change it. You
can use a SQL client application or utility to connect to your database.

Learn about connecting to your database 12

Master username
admin

Master password

[




Q
X

v [ sils|Bilings X | B securityGrouy X | [ ElasticlPaddr X B8 coudzenia-d: X Elastic Contair X | [B] Secrets|Secr X | [E] Getstarted |1 X | + -

& C 25 ap-south-1.console.aws.amazon.com/rds/home?region=ap-south-1#database:id=cloudzenia-database;is-cluster=false QY b @

. ! Account ID: 3905-0376-1838 v
G AskAmazon Q X B & @ @  AsiaPacific(Mumbai) v Shubham Mishra

@ Elastic Container Service

e AuroraandRDS > Databases > cloudzenia-database O B 6
a .
Aurora and RDS < cloudzenia-database ©®
Dashboard
Summar
Databases Y
Query editor DB identifier Status Role Engine Recommendations
cloudzenia-database @ Available Instance MySQL Community
Performance insights
Snapshot cpPU Class Current activity Region & AZ
napshats r1632% db.t3.micro |0 Connections ap-south-1a
Exports in Amazon S3
Automated backups
Reserved instances < Connectivity & security | Monitoring Logs&events | Configuration Zero-ETL integrations Maintenance & backups Data migrations | Tags
Proxies
Connectivity & security
Subnet groups
Parameter groups Endpoint & port Networking Security
Option groups Endpoint Availability Zone VPC security groups
Customn engine versions [0 cloudzenia-database.crwicagcavrj.ap-sout ap-south-1a EC2_SG (sg-0c9111ea0f4f8fc55)
h-1.rds. y Act
Zero-ETL integrations rds.amazonaws.com e @ Active
Port. CUSTOM_VPC (vpc-0cbb91d56e71b4fb7) Publicly accessible
3306 No
Events Subnet group
db_subnets Certificate authority Info
Event subscriptions rds-ca-rsa2048-g1

Step 16) Now we will create ECR repository to store images and pull images in ECS

v [ sills|Billinga: X [ securityGrouy X | [ EasticlPaddr X | BH doudzenia-d: X Elastic Contair X [B] Secrets|Secr X | [E] Getstarted | X | + = s} X

<« C 25 ap-south-1.console.aws.amazon.com/ecr/private-registry/repositories?region=ap-south-1 Q Yr ] @ :

Account ID: 3905-0378-1838 ¥
Q Search Q @ @8 Asia Pacific (Mumbai) ¥

Shubham Mishra

@ Etastic Container Service

e Amazon ECR > Private registry > Repositories ¢
Amazon Elastic < Private repositories (1) @ View push commands Delete Actions ¥ Create repository

Container Registr)
gistry | Q@ Search by repository substring

w Private registry

o . Tag Encryption
Repositories Repositoryname & | URI Created at Y | immutability type
Features & Settings

5 390503781838.dkr.ecr.ap-south-1.amazonaws.com/demo/cloud 13 December 2025, 20:49:32
v Public registry ~ demo/cloudzenia_repo zenia_repo (UTC+05.5) Mutable AES-256

Repositories

Settings

ECR public gallery 12
Amazon ECS 12

Amazon EKS 12

Getting started 12

Step 17) Now we will create files for docker image to store in ecr
a) package.json



name
version
description
main
scripts”: {
start

dependencies
express

b) app.js



status

c) Dockerfile
# Use official lightweight Node image
FROM

# Create app directory
WORKDIR

# Copy dependency files first (best practice)
COPY

# Install dependencies
RUN --only=

# Expose application port
EXPOSE

# Start the application
CMD [ ]




root@shubham-Inspiron-14-3467: /home/shubham/microservi




root@shubham-Inspiron-14-3467: /home/shubham/microservi

root@shubham-Inspiron-14-3467: /home/shubham/microservice

@ Elastic Container Reg +
~south-1.console.aws.amazon.com,

{Mumbai) v

rvice
e Amazon ECR » Private registry » Repositories » Images > sha256:0da2cbed10eb1f2884a221adc6d9b6dae30f07b5432350ee6e49068b14927e3h [ollC]
Amazon Elastic < Image ( arehive )
Container Registry
v Private registry Details
Repositories Image tags
Images latest
Permissions uRl
Lifecycle Policy I5) 390503781838.dkrecrap-south-1.amazonaws.com/demo/cloudzenia_repo:latest
Repository tags Digest
Features & Settings I5 sha256:0da2cbe410eb 12884222 1adct b5432: 7e3b

L]

Public registry
General information

Repositories
Settings Artifact type Repository Pushed at
Image. demoj/cloudzenia_repo December 13, 2025, 21:04:30 (UTC+05.5)
ECR public gallery & Last recorded pull time Size (MB) Image status
Amazon ECS 12 - 4734 @ Active
Amazon EKS (2
Scanning and vulnerabilities (_scan )
Getting started 12
Documentation (2 Status

(@ Sean not found

dShell  Feedback [¢ o c or its affilia Privacy  Terms  Cookie preferences

Microservice image in ECR

Step 18) Now we will create ECS cluster



Bills | Billin X SecurityGr X | [ ElasticlPa X cloudzenic X ElasticCor X | B secrets|s X B Createdu X & Newtab X | + = o X

s ap-south-1.console.aws.amazon.com/ecs/v2/create-cluster?region=ap-south-1 Q % :

Asia Pacific (Mumbai) ¥
[ Etastic Container Service

e Amazon Ela:

Amazon Elastic < Ccreate cluster i
Container Service

Container Service > Create cluster ®© a8 0

An Amazon ECS cluster groups together tasks and services, and allows for shared capacity and common configurations. Al of your tasks, services and capacity must belong to a cluster.

Express Mode New

Clusters Cluster con

Namespaces Cluster name

Task definitions (

cloudzenia-demo-cluster

Account settings Cluster name must be 1 to 255 characters. Valid characters are a-z, A-Z, 0-9, hyphens (-), and underscore:

» Service Connect defaults - optional
Amazon ECR 12

Repositories 12

v Infrastructure - advanced 1o

AWS Batch 12 Configure the manner of obtaining compute resources that will be used to host your application.

Select a method of obtaining compute capacity
Vour cluster i automatically configured for AWS Fargate (serverless), but you may choose to add Amazon EC2 instances (servers).

Documentation 2 © Fargate only Fargate and managed instances Fargate and Self-managed instances
Discover products 12 Serverless - you don't think about creating or managing servers. Great For most Managed instances - Amazon ECS will manage patching and scaling on your Self-managed instances - you must ensure the instances are patched and scaled
common workloads. behalf while giving you configurability about the types of instances. Great for property, and you have full control over the instances

Subscriptions 12 more advanced workloads.

Tell us what you think v Monitoring - optional
Configure observability, encryption and lagging options to maintain compliance and aperational visibility of your container environment.

Container Insights info

CloudWatch Container Insights is a monitoring and solution for and microservices.

ap-south-1.console.aws.amazon.com/ecs/v2/create-cluster?region=ap-south-1 aQ w b} @ :

B 8 ® @  asaPaific(Mmbai v

8 Etastic Container Service

e Amazon Elastic Container Service > Create cluster © 8 0
‘Amazon Elastic <
Container Service v Monitoring - optional

Express Mode New Configure observability, encryption and logging options to maintain compliance and operational visibility of your container environment.

Clusters Container Insights info
Namespaces CloudWatch Container Insights is a monitoring and solution for and microservices.
Task definitions Select the level of observability you want to achieve with Container Insights

Container Insights s turned off by default in your account settings. You can overrde that here at the cluster leve
Container Insights with enhanced observability
Provides detailed health and performance metrics at task and container level in adition o aggregated metrics at cluster and service level. Enables easier drill downs for faster
problem solation and troubleshooting

Account settings

Amazon ECR 1 © Container Insights

Repositories 17 Provides aggregated metrics at cluster and service level. You can run deep dive analysis with logs insights analytics.
Turned off
Provides default CloudWatch metrics only

AWS Batch 12
aen e ECS Exec encryption and logging info

Configure logging and security settings for running commands in your containers using ECS Exec.

Documentation 12 KMS Key ID for ECS Exec session
Specify a KMS (Key Management Service) key ID to encryp the data between the local client and the container.
Discover products 17
| @ choose an AW KMS key or enter an ARN | @ ( Create an AWS KMS key L7 )
Subscriptions 12

Logging for ECS Exec
Choose the configuration for logging commands run using ECS Exec.
© Default

Send logs to CloudWatch Logs using

Tell us what you think

 awslogs log driver that's configured in your task definition. If no awslogs log diver is configured in the task definition, the output won't be

logge

Override
Log in to the provided CloudWatch log group, Amazon 53 bucket or both. Your ECS task role needs to include 1AM permissions to log the autput to CloudWatch and/or S3.
Standard AWS data transfer charges and logging costs will apply. Learn more |2

None

Step 19) Now we will launch any ec2 and install mysql so that we can
create database for wordpress



v Bl stp2c x [Estorea x | [E Taskder x | B Security x | B Securit, X P t2ins X [E] creater X | [E] Amazor X | & Newtal X | + = o X

(]
®

ap-south-1.console.aws.amazon.com/ec2-instance-connect/ssh/home?addressFamily=ipv4&iconnType=standard&instanceld =i-08b253a55c6e17... & ¥

[Alt+S] @ B 2 @ o] Asia Pacific (Mumbai) v D

[Preparing to unpack .../mysgl-client_8.0.44-Oubuntu0.24.04.2 all.deb ...
mpacking mysql-client (8.0.44-Oubuntu0.24.04.2)
Isetting up mysql-common (5.8+1.1.0buildl) ...

ives: using /etc/mysql/my.cnf.fallback to provide /etc/mysql/my.cnf (my.cnf) in auto mode

(8.0.44-0ubuntu0.24.04.2)
processing triggers for man-db (2.12.0-4build2) ..
[scanning processes.. .

[scanning linux images...

Jrunning kernel seems to be up-to-date.
Jvo services need to be restarted.
Jvo containers need to be restarted.
Jvo user sessions are running outdated binaries.
Jvo VM guests are running outdated hypervisor (gemu) binaries on this host.
zoot@ip-172-16-1-178:~# mysql -h cloudzenia-database.crwicagcavrj.ap-south-1.rds.amazonaws.com —u admin —p
ter password:
c
root@ip-172-16-1-178:~% mysql -h cloudzenia-database.crwicageavrj.ap-south-1.rds.amazonaws.com -u admin -p
| password:
Welcome to the MySQL monitor. Commands end with ; or \g.
our MySOL comnection id is 46
[server version: 8.0.43 Source distribution
fcopyright (c) 2000, 2025, Oracle and/or its affiliates.
oracle is a registered trademark of Oracle Corporation and/or its

affiliates. Other names may be trademarks of their respective

or "\h' for help. Type '\c' to clear the current input statement.

i-08b253a55c6e17dfe (SEVER) X

BuhliclDe: 18 707 AR 922 DriviatalDe 177 161 178

v [Elstp2c x | B storea X | [ Taskder X | B security x | [ security X P c2inss X [E] create: X | B Amazor X | & Newtal X | + = o X

-08b253a55c6e17.. & Y & ®

C 25 ap-south-1.console.aws.amazon.com/ec2-instance-connect/ssh/home?addressFamily=ipv4&connType=standard&instanceld=

8 Q Search B 4 ® @ AsiaPacific (Mumbai) v T

|8 Elastic Container Service

[selecting previously unselected package mysql-client—8.0.

Preparing to unpack .../mysql-client-8.0_8.0.44-Oubuntu0.24.04.2_amd64.deb
npacking mysql-client-8.0 (8.0.44-Oubuntu0.24.04.2) ..

selecting previously unselected package mysgl-client.

nysql> show databases;

Database

information_schema |
mysql |
performance_schema |
sys |
- -+
4 rows in set (0.01 sec)

Jnysql> create database wordpress:
ouery OK, 1 row affected (0.01 sec)

nysql> show databases;

Database

information_schema |
mysql |
performance_schema |
sys - 1
wordpress |
= —+
rows in set (0.00 sec)

i-08b253a55c6e17dfe (SEVER) X

Step 20) Now we will store db secrets in secret manager



& & Step 2 Create target group | EC. X Store a new secret | Secrets Ma. X Task definitions | Elastic Contair X & SecurityGroup | EC2 | ap-south- X ar - () P

ap-south-1.console.aws.amazon.com/secretsmanager/newsecret?region=ap-south-1 Q & W ) ®

- Account ID: 3905-0378-1838 v
Q Search ay @ 8 Asia Pacific (Mumbai) ¥ Shubham Mishra

@ Elastic Container Service

= AWS Secrets Manager > Secrets > Store a new secret O @
Step 1
@ Choose secret type Choose secret type
Step 2
Configure secret Secret type info
Step 3 - optional ‘ ) Credentials for Amazon RDS database ‘ ‘ ) Credentials for Amazon DocumentDB database ‘ ‘ ) Credentials for Amazon Redshift data warehouse
Configure rotation - - -
Step 4 _) Credentials for other database ) Managed external secret © Other type of secret
Review Secrets vended by your third-party software vendor. API key, OAuth token, other.

Key/value pairs info

Key/value Plaintext

| pB_HOST | | cloudzenia-database.crwicaqcavrj.ap-south-1.rds.amazonaws.com | (m
| pB_PORT || 3306 | ( Remove )
| pB_NAME | [ wordpress | (" Remove )
| pB_USER |

admin J Remove

Step 21) Now we will create lam role for ecs task definition
a) ECS task execution role(used by ECS control plane)

v [E step 2 Create target group | EC X Secrets | Secrets Manager |ap- X | [&] Task definitions | Elastic Contair X ecsTaskExecutionRole | IAM [ GI X + = o X
< (6] 25 us-east-1.console.aws.amazon.com/iam/home?region=ap-south-1#/roles/details/ecsTaskExecutionRole Q 3 ® :
Account ID: 3905-0378-1838 v
B & @ © Gy Shubham Mishra
@ Etastic Container Service
e 1AM > Roles > ecsTaskExecutionRole ® 6
a .
Identity and Access < ecsTaskExecutionRole o
Management (IAM)
( \ Summar;
| Q search 1am | Y
Creation date ARN
December 11, 2025, 12:27 (UTC+05:30) 10 arn:aws:iam::390503781838:role/ecsTaskExecutionRole
Dashboard
Last activity Maximum session duration
¥ Access management @2 daysago T hour
User groups
Users - N .
Permissions Trust relationships Tags Last Accessed Revoke sessions
Roles
Policies
Identity providers Permissions policies (1) info @ Remove
Account settings You can attach up to 10 managed policies.
Root access management Filter by Type
Temporary delegation requests (Q search | [ Altypes v 1 ®
New L AN )
()| Policy name 2 a Type v Attached entities v |
¥ Access reports
Access Analyzer @] AmazonECSTaskExecutionRolePolicy AWS managed 1

Resource analysis New

Unused access STaskExecuti licy TG Copy JSON



b) ECS task role ( used by application inside containers)

v [E step 2 Create target group | EC X Secrets | Secrets Manager |ap-~ X | [&] Task definitions | Elastic Contair X

o=
>

c

us-east-1.console.aws.amazon.com/iam/home?region=ap-south-1#/roles/details/ecsTaskRole

@ Etastic Container Service

e 1AM > Roles > ecsTaskRole

ecsTaskRole | IAM | Global x

Qa%x O @

Account ID: 3905-0378-1838 v.
Shubham Mishra

Global v

B 8 0 @

a
Identity and Access < ecsTaskRole i
Management (IAM) Allows ECS tasks to call AWS secret manager on your behalf.
(Q searchiam )
( ) Summary
Creation date ARN
Dashboard December 13, 2025, 22:27 (UTC+05:30) '_D ar 050378 TaskRole
‘¥ Access management Last activity Maximum session duration
- 1 hour
User groups
Users
Roles Permissions | Trustrelationships  Tags | LastAccessed  Revoke sessions
Policies
Identity providers
Account settings Permissions policies (1) info @ Remove
Root access management You can attach up to 10 managed policies.
Temporary delegation requests Filter by Type
New [ Q search | | Atttypes v | 1 )
v A t
ccess reports ) | Policy name 12 a | Type v | Attached entities v |
Access Analyzer
Resource analysis New ) [ AllowWordPressDBSecretRead Customer inline 0
Unused access
Analyzer settings v _ .. . R
Step 22) Now we will create task definition for ecs cluster
v [B step 2 Create target group | EC X Secrets | Secrets Manager |ap- X [&] Create task definition | Elastic ¢ X ecsTaskRole | IAM | Global x |+ - fa]

c

ap-south-1.console.aws.amazon.com/ecs/v2/create-task-definition?region=ap-south-1

@ AskAmazonQ X

@ Elastic Container Service

Qa % O 9 ©
Account ID: 3905-0378-1838 ¥

Asia Pacific (Mumbai) ¥ P ————

e Amazon Elastic Container Service ) Create new task definition

Amazon Elastic < Create new task definition i

Container Service

Express Mode New Task definition configuration

Task definition family | info

Specify a unique task definition family name.

Clusters

Namespaces

wordpress_task_definition

Task definitions

X Up to 255 letters (uppercase and lowercase), numbers, hyphens, and underscores are all
Account settings

Amazon ECR (2

v Infrastructure requirements info

Repositories LA Specify the infrastructure requirements for the task definition.

Launch type
Selection of the launch type will change task definition parameters.
AWS Fargate

Serverless compute for containers,

Info

AWS Batch 12

("] Managed instances - new
Use if you have specific hardware constraints, such as GPU accelerators, CPU instruction sets, or network-optimized hardware (offloads
scaling, patching, and instance management to AWS)

Documentation 12
Discover products (2

(] Amazon EC2 instances
Self-managed infrastructure using Amazon EC2 instances.

Subscriptions (2

0% Architorturs Netwarl made



ecsTaskRole | IAM | Global x |+ - o X

Step 2 Create target group |EC. X | [BY Secrets | Secrets Manager [ap-~ X Create task definition | Elastic ¢ X

< c 25 ap-south-1.console.aws.amazon.com/ecs/v2/create-task-definition?region=ap-south-1 aQ ) ®

Account ID: 3905-0378-1838 v
® AskAmazonQ X D ® @  asiaPacific(Mumbai) ¥ T ——

@ Etastic Container Service

e Amazon Elastic Container Service > Create new task definition © 8 6
a " Self-managed infrastructure using Amazon EC2 instances.
Amazon Elastic <
Container Service 05, Architecture, Network mode
Network mode is used for tasks and is dependent on the compute type selected
Express Mode New Operating system/Architecture | Info Network mode | Info
Clusters | Linux/x86_64 v
Namespaces X
Task size | Info
Task definitions Specify the amount of CPU and memory to reserve for your task.
Account settings U Memory
| 1vepu v | | 268 v
Amazon ECR L2 v Task roles - conditional

Repositories 12 Task role | Info

A task IAM role allows containers in the task to make API requests to AWS services. You can create a task IAM role from the IAM console |2

| ecsTaskRole v
AWS Batch 12

Task execution role | Info
Atask execution IAM role is used by the container agent to make AWS API requests on your behalf. If you don't already have a task execution IAM role created, we can create one for you

Documentation 12 | ecsTaskExecutionRole v

Discover products (2

Subscriptions 12 » Task placement - optional

» Fault injection - optional

ecsTaskRole | IAM | Global x | + - fa X

Step 2 Create target group | EC X Secrets | Secrets Manager |ap-~ X [E] Create task definition | Elastic C X

< Cc 25 ap-south-1.console.aws.amazon.com/ecs/v2/create-task-definition?region=ap-south-1 Q Y ) ® :

Account ID: 3905-0378-1838 v
@ AskAmazonQ X Q ® @S Asia Pacific (Mumbai) ¥

@ Elastic Container Service

e Amazon Elastic Container Service > Create new task definition ® # o

» raun

yeLuun = vpuunue

Amazon Elastic <
Container Service

v Container -1 o
Express Mode N

Clusters. Container details

Specify a name, container image and whether the container should be marked as essential. Each task definition must have at least one essential container.
Namespaces ! 3

Name Essential container

Task definitions
| wordpress || Yes v
Account settings

Up to 255 letters (uppercase and lowercase), numbers, hyphens, and underscores are allowed

Image URI
[ wordpressiatest ] ( Browse ECR images )

Up to 255 letters (uppercase and lowercase), numbers, hyphens, underscores, colons, periods, forward slashes, and number signs are allowed

Amazon ECR 12

Repositories 12

Private registry | Info
AWS Batch 12 Store credentials in Secrets Manager, and then use the credentials to reference images in private registries.

(P Private registry authentication

Documentation 12 Port mappings | nfo
Add port mappings to allow the container to access ports on the host to send or receive traffic. For port name, a default will be assigned if left blank.

Discover products 12
Container port Protocol Port name App protocol

Subscriptions 12

80 | [ Tcp v | | container-port-protocol | | wTTP v | (Remove)

= X



Step 2 Create target group | EC X | B cloudzenia/wp/db | Secrets Ma: X Create task definition | Elastic C X ecsTaskRole | IAM | Global x |+ = [a] X

& Cc 25 ap-south-1.console.aws.amazon.com/ecs/v2/create-task-definition?region=ap-south-1 Q ¥ ) ® g

Account ID: 3905-0378-1838 v

@ AskAmazonQ X ic (Mumbai) ¥ Shubham Mishra

@ Elastic Container Service

e Amazon Elastic Container Service > Create new task definition © 8 6
. CPU o . - N -
. lemory hard limi lemory soft limi
Amazon Elastic < i 4
Container Service |7 J |3 ] L7
in vCPU in GB in GB
Express Mode New
Clusters v Environment variables - optional
Namespaces Environment variables | info
Task definitions Add individually
. Add environment variables using plain text values or secrets from AWS Secrets Manager or Parameter Store.
Account settings
Key Value type Value
| WORDPRESS_DB_HOST | | ValueFrom v | | armaws:secretsmanager: | ( Remove )
Amazon ECR (2
Repositories 12 | WORDPRESS_DB_NAME | | ValueFrom v | | amawssecretsmanager: | ( Remove )
| WORDPRESS_DB_USER | | ValueFrom v | | armawssecretsmanager: | ( Remove )
AWS Batch 12
| WORDPRESS_DB_PASSW | | ValueFrom v | | arnawssecretsmanager: | ( Remove )
Documentation 12
Add environment variable
Discover products |2
A
Subscriptions |2 Add from file

Add environment variables in bulk by providing an environment file hosted on Amazon 53

b) Task definition for nodejs microservice

Step 2 Create target group | EC % | [B] cloudzenia/wp/db | Secrets Ma: X Create task definition | Elastic C X ecsTaskRole | IAM | Global x |+ = [a] X

& C ap-south-1.console.aws.amazon.com/ecs/v2/create-task-definition?region=ap-south-1 Q ) ® 8

Ask AmazonQ X B 4 ® ® Asia Pacific (Mumbai) ¥

@ clastic Container Service

e Amazon Elastic Container Service > Create new task definition ®© 8 6
Amazon Elasti < Task definition configuration
Container Service Task definition family  Info

Specify a unique task definition family name.

Express Mode New [ microservice_task_definition

Clusters

(uppercase and lowercase), numbers, hyphens, and underscores are allowed.
Namespaces

Task definitions

Account settings v Infrastructure requirements info

Specify the infrastructure requirements for the task definition

Amazon ECR 12 Launch type | Info
Selection of the launch type will chang:

Repositories 12 AWS Fargate

Serverless compute for contai

sk definition parameters.

(] Managed instances - new
if you h

AWS Batch 12

v constraints, such as GPU accelerators, CPU instruction

or network-optimized hardware (offloads scaling, patching, and instance management

() Amazon EC2 instances
Documentation 12 Self.man:

nfrastructure using Amazon EC2 instances.

Discover products (2
05, Architecture, Network mode

Subscriptions 12 Network mode is used for tasks and is dependent on the compute type selected.
Operating system/Architecture | Info Network mode | Info
| Linux/x86_64 v

Tell us what you think
Task size | Info
Specify the amount of CPU and memory to reserve for you

Py Memory

1vCPU v | | 368 v



ecsTaskRole | IAM | Global x |+ - o X

v [E] step2Createtarget group |[EC X | [B] cloudzenia/wp/db | Secrets Ma: X Create task definition | Elastic C X

ap-south-1.console.aws.amazon.com/ecs/v2/create-task-definition?region=ap-south-1

k Amazon Q X B 4 ® ® Asia Pacific (Mumbai) ¥

8 Etastic Container Service

e Amazon Elastic Container Service > Create new task definition o 8 6

Task execution role | Info
‘Amazon Elastic < A task execution 1AM role is used by the container agent to make AWS API requests on your behalf. If you don't already have a task execution 1AM role created, we can create one for you.
Container Service

| ecsTaskExecutionRole v

Express Mode New

Clusters » Task placement - optional

Namespaces » Fault injection - optional
Task definitions

Account settings

v Container—1 o

Amazon ECR 12 Container details

Repositories 12 Specify aname, container image and whether the container should be marked as essential. Each task definition must have at least one essential container.

Name Essential container
(wicroservice | [ ves v

AWS Batch (2 Up to 255 letters (uppercase and lowercase), numbers, hyphens, and underscores are allowed,
Image URI

Documentation L& 390503781838.dki h-1 o/cloudzenia_t bed10eb12884222' | ( Browse ECR images )

Discover products 12 Upto 2551

s (uppercase and lowercase), numbers, hyphens, underscores, colons, periads, forward slashes, and number signs are allowed.

Subscriptions 12
Private registry | Info
Store credentials in Secrets Manager, and then use the credentials to

(D Private registry authentication

Tell us what you think Port mappings | info

Add port mappings to allow the container to access ports on the host to send or re

e traffic. For port name, a default will be assigned if left blank.

Container port Protocol Port name App protocol

({000 2) [T v | ( container-port-protocol | [ wrre v | (Cremove )

<

& Step 2 Create target group |[EC X cloudzenia/wp/db | Secrets Ma: X Create task definition | Elastic C X ecsTaskRole | 1AM | Global x |+ - fa] X

€ c ap-south-1.console.aws.amazon.com/ecs/v2/create-task-definition?region=ap-south-1 QA o @

Account ID: 3905-0378-1838 ¥

Ask AmazonQ X @ | Asia Pacific (Mumbai) v prap——

{8 Eastic Container Service

© Amazon Fastic Container Service > Create new task definition 80

[ microservice [ [ Ves v

Amazon Elastic < Up to 255 letters (uppercase and lowercase), numbers, hyphen, and underscores are allowed

Container Service
Image URI

Express Mode New [ 300503781838.dks h-1 d loudzenia_ bed10eb 12884222 b54 | ( Browse ECR images )

Clusters s (uppercase and lowercase), numbers, hyphens, underscores, colons, periods, forward slashes, and number signs are allowed.

Namespaces

) Private registry | info
Task definitions Store credentials in Secrets Manager, and then use the credentials to -
Account settings (B Private registry authentication

Port mappings | Info
Add port mappings to allow the container to access ports on the host to send or receive

af

fic. For port name, a default will be assigned i left blank
Amazon ECR (2 ' o

Repositories 12 Container port Protocol Port name App protocol

(3000 BRES v | ( container-port-protocol | [ wrre v | (Remowe )

)
AWS Batch (2 Add port mapping

Read-only root file system | Info
Documentation (2 When this parameter is turned on, the container is given read-only access to its root file system.

| Read only

Discover products (2

Subscriptions 2

Resource allocation limits - conditional | Info

Container-level CPU, GPU and memory limits are different from task-level values. They define how many resources are allocated for the container. If the container attempts to exceed the memory specified by the hard limit, the container is terminated.

Py = Memory hard limit Memory soft limit
Tell us what you think 05 1 | [
invcPu inGs ince

Step 23) Now we will create two Target groups for our services like
TG_MICROSERVICE and TG_WORDPRRESS



Step 1 Create target group | EC X Secrets | Secrets Manager [ap-~ X | [@] Cluster services | Elastic Contair X | + - fa] X

ap-south-1.console.aws.amazon.com/ec2/home?region=ap-south-1#CreateTargetGroup: Q & ®

Account ID: 3905-0378-1838 v
k Amazon Q B 4 ® @  AsiaPacific (Mumbai) v

@ Elastic Container Service

EC2 > Targetgroups > Create target group 5 o
Step 1
@ Create target group Create target group

Atarget group can be made up of one or more targets. Your load balancer routes requests to the targets in a target group and performs health checks on the targets.
Step 2 - recommended

Register targets
Settings - immutable

Step3
Choose a target type and the load balancer and listener will route traffic to your target. These settings can't be modified after target group creation.’,
Review and create
Target type
Indicate what resource type you want to target. Only the selected resource type can be registered to this target group.
Instances © P addresses
Supports load balancing to instances in a VPC. Integrate with Auto Supports load balancing to VPC and on-premises resources.
Sealing Groups or ECS services for automatic managernent. Facilitates routing to IP addresses and network interfaces on the

same instance. Supports IPV6 targets.

Suitable for: [ALBY [NLB | GWLB

Suitable for: [ALB]| [NLB | = GWLB

Lambda function Application Load Balancer

Supports load balancing to a single Lambda function. ALB required Allows use of static IP addresses and PrivateLink with an
as traffic source. Application Load Balancer. NLB required as traffic source.
Suitable for: (JALB] Suitable for: [[NEB

Target group name
Name must be unique per Region per AWS account.

[ TG_MICROSERVICE| ]

Accepts: -z, A-Z, 0-9, and hyphen (-). Can't begin or end with hyphen. 1-32 total characters; Count: 15/32

@ ca

= EC2 > Targetgroups > Create targetgroup

c Container Ses

Name MUST De UNIGUE Per Kegion Per AWS aCCount.

{ TG_MICROSERVICE ]

Accepts: a-z, A-Z, 0-9, and hyphen (-). Can't begin or end with hyphen. 1-32 total characters; Count: 15/32

Protocol Port
Protocol for communication between the load balancer and targets. Port number where targets receive traffic. Can be overridden for individual
. targets during registration.
| HTTR v |
- | 3000
1-65535

IP address type
Only targets with the indicated IP address type can be registered to this target group.
O IPva

1PV6

VPC

Select the VPC that hosts the load balancer. Only VPCs that support the IP address type selected above are available in this list. On the Register targets
Page, you can register IP addresses from this VPC, or from private IP addresses located outside of this load balancer's VPC (such as a peered VPC, EC2-Classic,
or on-premises targets that are reachable over Direct Connect or VPN).

" Vpc-0cbb91d56e71bafb7 (CUSTOM_VPC) v | @
L 172.16.0.0/16

Create VPC 2

Protocol version

O HTTP1
Send requests to targets using HTTP/1.1. Supported when the request protocol is HTTP/1.1 or HTTP/2.
HTTP2
Send requests to targets using HTTP/2. Supported when the request protocol is HTTP/2 or gRPC, but gRPC-specific features are not available.
gRPC

Send requests to targets using gRPC. Supported when the request protocol is gRPC.



v [E] step2Createtarget group |EC X [BY cloudzenia/wp/db | Secrets Ma: X Task definitions | Elastic Contair X ecsTaskRole | 1AM | Global x | + = o X

< Cc s ap-south-1.console.aws.amazon.com/ec2/home?region=ap-south-1#CreateTargetGrou

Q vpe KAmazonQ X Asia Pacfic (Mumbai) v

8 Etastic Container Service

EC2 > Targetgroups > Create target group

Review and create

Step 1: Choose a network
You can add IP addresses from the VPC selected for your target group or from outside the VPC. Note that you can assemble a mix of targets from multiple network sources by returning to this step and choosing another network

Network

CUSTOM_VPC
vpe-0cbb91dS6e7 1b4fb7 v
1Pv4 VPC CIDR: 172.16.0.0/16

Step 2: Specify IPs and define ports

You can manually enter IP addresses from the selected network.

Enter an IPv4 address from a VPC subnet.

Add IPv4 address

You can add up to § more IP addresses.

Ports
Ports for routing to this target.

1-65535 (separate multiple ports with commas)

Include as pending below

Review targets

ecsTaskRole | 1AM | Global x | + - o X

Step 1 Create target group |[EC. X [B] cloudzenia/wp/db | Secrets Ma: X

itions | Elastic Contair X

<« c Q% O O

ap-south-1.console.aws.amazon.com/ec2/home?region=ap-south-1#CreateTargetGrou

Q vpe @ Ask Amazon QX B 8 @ @ hsiopaciicMumbe) v PrT——

@ etastic Container Service

@

EC2 > Targetgroups > Create target group

>

step1
® cr:m target group Create target group
T — A target group can be made up of one or more targets. Your load balancer routes requests to the targets in a target group and performs health checks on the targets.
Register targets
Settings - immutable

step3
Choose a target type and the load balancer and listener will route traffic to your target. These settings can't be modified after target group creation.’,

Review and create

Target type
Indicate what resource type you want to target. Only the selected resource type can be registered to this target group.
Instances © 1P addresses
‘Supports load balancing to instances in a VPC. Integrate with Auto Supports load balancing to VPC and on-premises resources.
Scaling Groups or ECS services for automatic management. Faciltates routing to IP addresses and network interfaces on the

same instance. Supports IPV6 targets.

Suitable for: (JALBY) (INLB) | GWiB
suitable for: (JALBY) (INLB) | Gwis

Lambda function Application Load Balancer
Supports load balancing to a single Lambda function. ALS require Allows use of static IP addresses and PrivateLink with an
as traffic source. Application Load Balancer. NLB required as traffic source.
Suitable for: (JAIH suitable for: [JNIB

Target group name
Name must be unique per Region per AWS account.

TG-WORDPRESS

Accepts: a7, A-Z, 0-9, and hyphen (-). Can't begin or end with hyphen. 1-32 total characters; Count: 12/32

Protocol Port
Protocol for communication between the load balancer and targets. Port number wh

targets during r
| TP

| 80

1-65535

rgets receive traffic. Can be overridden for individual




v [ step 2 Create target group | EC X cloudzenia/wp/db | Secrets Ma= X

Task definitions | Elastic Contair X ecsTaskRole | IAM | Global x o - o

ap-south-1.console.aws.amazon.com/ec2/home?region=ap-south- 1#CreateTargetGroup: aQ & ) ®
. Account ID: 3905-037§
Q vpe @ AskAmazonQ X B 8 @ @ | AsapaiicMumba) v

@ Etastic Container Service

= EQ > Targetgroups > Create target group

@ Create target group Register targets - recommended

B ot This is an optional step to create a target group. However, to ensure that your load balancer routes traffic to this target group you must register your targets.
recommended

(@) Register targets

IP addresses
step3
Review and create
Step 1: Choose a network

You can add IP addresses from the VPC selected for your target group or from outside the VPC. Note that you can assemble a mix of targets from multiple network sources by returning to this step and choosing another network.

Network

CUSTOM_VPC
vpc-0cbb91d56e71
1Pv4 VPC CIDR: 172.16.00/16

Step 2: Specify IPs and define ports
You can manually enter IP addresses from the selected network.

Enter an IPv4 address from a VPC subnet.

Add IPv4 address

You can add up to 5 more IP addresses.

orts
Ports for routing to this target.

( —

1-65535 (separate multiple

Include as pending below

For ECS Fargate, targets are registered automatically by the ECS service, so the target
group is initially empty.

STEP 24) Now we will create application loadbalancer

v E Create application load balance X cloudzenia/wp/db | Secrets Ma: X ILTJ Task definitions | Elastic Conta x ecsTaskRole | IAM | Global x = —

& Cc 25 ap-south-1.console.aws.amazon.com/ec2/home?region=ap-south-1#CreateALBWizard: Q % o3 {

8 @ @  sseredicpumea) v

stic Container Servce

EC2 5 Load balance

> Create Application Load Balancer

Lreate AppUcation Loaa Balancer .

The Application Load Batancer distrbutes incoming HTTP and HTTPS traffic across mulipl targetssuch s Amazon EC2 instances, microservices, e etciuies balance recaves a it
valuatesthe stener ulesin prioity order o determine which ule to apy,and i applicabl, it elecs a target from thetarget group for the e action.
» How Application Load Balancers work
Basic configuration
Load batancer name
clowozenaAs
Scheme | e
© Intemet-facing Internal
- NS name resaves t ptic © i e resahes 2 pvate
* Renure btk sibn © Compatils wih the ed and Dualtack 9 acres e
Load balancer P acdress type | 1nta
0 1 ke typ o 35cign  head blancer The PC 3nd <ubnets mapped o this 63 blancer st g th selcte P 3 types. Publc I acdrssas v skl cos
O P4
P —
Dualstace
Duslstack without public PV

Network mapping e
The Load balancer routes trafic to targets n the selected subnets, 3

accordance with your IP address settings.

VPC | into
WPC s als0 where the losd balancer targets mst b hosted uness ruting £ Lambdaor

pe.0cbb91d56¢71bafb7 (CUSTOM _VPC)

CreatevPC 2

1P pools | e
¥ou can aptionally Chose t Configure an IPAM ool asthe prefred source for your oad balancers P addresses. Create of

Use IPAM paol for public IPv4 addresses

The IPAM poal you choose wil be the preferred source of public Pus addresss. F the pool i depleted 1Pua adgesses vl be assigned by AW

Availability Zones and subnets | 1




& c %

Create application load balanc: X cloudzenia/wp/db | Secrets Ma: X

[ —

EC > Loadbalancers > Create Application Load Balancer

Task definitions | Elastic Conta

ap-south-1.console.aws.amazon.com/ec2/home?region=ap-south-1#CreateALBWizard:

X

ecsTaskRole | 1AM | Global x

Security groups

((setect up 05 seurty groups

Listeners and routing o

AU

¥ Listerer HTTP:80

Protocol Port

i 2 process that checks for connection requests using the port and protocol you configure. The rules that you define for alstener dtermine how the load balancer rout

Fequests toits registered targets

Remos

(e v

Default action | e

faul acton s usd  n oher s appy Choase the default action fr waffic on this st

a %

B 4 0 @

Routing ction
([0 romardio wrget ros ) (O resvectioun | [0 Retm sed response
Forvart to targetgrou | ate
Targetaroup weignt percent
‘ TG-WORDPRESS HTTe ‘ (4 o Remove
‘ TG-MICROSERVICE. HITP ‘ 50%
+ Addtargergroup
Torge roup stdines | s
Torm o taget grou stckinss
Listae tags - ptiost
Step 1 Add listener rule [EC2 | X cloudzenia/wp/db | Secrets Ma: X Task definitions | Elastic Contair X ecsTaskRole | 1AM | Global x |+

c %

8 Etastic Container Service

EC2 > Loadbalancers > CLOIUDZENIA-ALB > HTTP:80 listener > Add rule

@ Addrule Add rule i

Step2

routed according to the rule’s actions.
Set rule priority

Step3
Review and create

» Listener details: HTTP:80

» Name and tags info

Tags can help you manage, identify, organize, search for and filter resources.

Conditions (2 values) info

Define 1-5 condition values. Additional conditions can't be added once the limit is reached.

» Host header (value)

wordpress . shubham-mishra.online|

AND

W Path (value)

microservice.shubham-mishra.online|

Match pattern type

ap-south-1.console.aws.amazon.com/ec2/home?region=ap-south- 1#AddListenerRule:listenerArn=arn:aws:elasticloadbalancing:ap-south-1

B 4 o0 @

Regex matching

Match with glob syntax, using 7] and [3] Match with regex syntax

© Value matching ] ‘

Path condition value
nsitive.

Asia Pacific (Mumbai) v

Rule limits

Remove
Remove

Valid characters are a-z, A-Z, 0-9 an Path must be 1-128 characters.

+ Add OR condition value

&

sl Pacfic Mumbah v

Requests that reach this rule are evaluated against its conditions. If a request matches all of the rule conditions, then a secondary evaluation is done to perform any specified transforms, and finally the request is




v [B step1Add listenerrule [EC2| - X [B] cloudzenia/wp/db | Secrets Ma: X | [&] Task definitions | Elastic Contair X | [E] ecsTaskRole | IAM | Global x | + - fa]

< (¢} %% ap-south-1.console.aws.amazon.com/ec2/home?region=ap-south- 1#AddListenerRule:listenerArn=arn:aws:elasticloadbalancing:ap-south-1:.. & Y )

B 8 O ® sseraoncoumsay

Conditions (1 value) wie Rule limits
Define 1.5 dational condiions carttb
v Host header (value) = [nicroservice. shubham-mishra.online] ( Remove )
Match pattern type
© Value matching Regex matching

Mt it g syt g ] and [F] s o Match i regex synea.

H

eondition value

- [ microservice. shubhan-nishra.online

Vald charaetars 3 2, A2 0-9 nd

& Host headar mus b 1-128 charsters. Characte ount 34128

+ Add OR condition value

You an 304 5 10 4 more condition valse orEns e

Transforms - optional (0) e
Mocify ncoming requesthost eacers and URLS before routing

Actions e
Requests matching all rle conditions route according to the rule actions.

Routing action

({0 Forvarato rget grouss ) [© resiectior | [ © Retum e response

Forward to target group | info

Target group weight Percent
[ TGMICROSERVICE

5 o0t

Step 25) lets create subdomain for our microservice and wordpress
ecs tasks in different account as i already have domain over there

v [El shubham-mishraonline -add - X + = o X

& c 25  us-east-1.console.aws.amazon.com/route53/v2/hostedzones?region=ap-south- 1#CreateRecordSet/Z00138753DLXEPMY1BYND & () Ask Google  ¥¢ 3 ®

Mansger 8] Amzon Simpl Emal se. @ 5 2 Ahdsor ] Elasicache ] AwS Hesth s >

> Create record

Quick create record Switch to wizard
v Record 1 (oetete )
Record name | nfo Recordtype | o

wordoress | shubham-mishracntine (e ” -

O Alias

Value | oo

CLOIUDZENIA-ALB-45167647.3p-s0uth-1.elb amazonaws.com

Z
TIL (seconds) | 1o Routing policy | nfo
(300 g ) [ simplerouting v
¥ Record 2 ( petete )
Recordtype | info

| shubham-mishracniine (@ " v)
Value | 1nto
CLOIUDZENIA-ALB 451697647.p-south-1 elb.amazonaws.com

Z

TIL (seconds) | 1o Routing policy | nfo
(300 ) [ simpterouing -

(" Add another record )

Step 26) Now we will create service for our ECS cluster




v [B Listener details | EC2 | ap-south X cloudzenia/wp/db | Secrets Ma: X

Create service | Elastic Containe X ecsTaskRole | 1AM | Global x | + = a X

ap-south-1.console.aws.amazon.com/ecs/v2/clusters/cloudzenia-demo-cluster/create-service?region=ap-south-1 QU K b @ © 8

B & ® @ AsaPacfic(Mumba) v

Elastic Container Service

a Amazon Elastic Container Service > Clusters > cloudzenia-demo-cluster » Create service @ 8 0
Amazon Elastic < Create service i
Container Service
Express Mode New Service details
Clusters Task definition family
Select an existing task definition. To create a new task definition, go to Task definitions |2
Namespaces
Tack defintions [ microservice_task_definition v @
Account settings
definition revision from the 100 most recent entries, or enter a revision. Leave 1 blank to use the latest revision
x]©
Amazon ECR 12
Repositories 2 Service name
vice mame that s unique for this cluster.
| microservice_task_definition-service-h9awfznj
2
AWS Bateh (7 Upto255 ppercase and lowercase), numbers, underscores and hyphens are allowed. Service names must ithin a cluster.
Documentation 12
i AWS Fargate
Discover products 17 Environment
Subscriptions 2 Existing cluster
Tell us what you think ¥ Compute configuration - advanced

Compute options | Info
To ensure task distrbution across your compute types, use appropriate compute options.

Capacity provider strategy
Specify a launch strategy to distribute your tasks across one or more capacity
providers.

O Launch type

Launch tasks directly without the use of a capacity prov

Listener details | EC2 | ap-south X cloudzenia/wp/db | Secrets Ma: X [E] Create service | Elastic Containe X

ecsTaskRole | IAM | Global x |+ - (u)] X

ap-south-1.console.aws.amazon.com/ecs/v2/clusters/cloudzenia-demo-cluster/create-service?region=ap-south-1 aQ v o @ ©

AmazonQ X B 8 @ @&  AsiaPacific (Mumbai) v
(@ Etastic Container Service
e Amazon Elastic Container Service > Clusters > cloudzenia-demo-cluster > Create service ® # 6
Amazon Elastic < Platform version | inf

sion on which to run your service.

Container Service Specify the platform v

| LATEST v
Express Mode New
Clusters > -
Namespaces
Task definitions.
Account settings Deployment configuration

Scheduling strategy | Info

Amazon ECR 12 © Replica
n L

nd maintain a desired number of tasks across your cluster.

Repositories |7

Desired tasks
Specify the number of tasks to launch

|1

AWS Batch 12

Documentation 12 Availability Zone re-balancing | Info

Turn on Availability Zone re-balanciny

Discover products 12
Amazon ECS automatically de

Availability Zone imbalances in task distributions across an ECS service, and evenly

s across Availability Zones.
Subscriptions L2

Health check grace period | Info

60

Tell us what you think seconds
» Deployment options

» Deployment failure detection info



Update service | Elastic Contain X [B] Certificate details | a8c9f034-ff1 X

Listener details | EC2 | ap-south X | =+ -

=]

& c

ap-south-1.console.aws.amazon.com/ecs/v2/clusters/cloudzenia-demo-cluster/services/microservice_task definition-service-h9awfznj/update?re.. & ¢ 3 ®

aws

B 8 @ ® serachncpumesy

[ P——

© irson s contr s > Custrs > iz o

r > Services > microservice task definition-service-hawfznj > Update [l C)
Amazon Elastic <
0 . for your ECS senvices by using the sevi z sge o configure il types.
Express Mode New
Clusters Useservice auto scaling
Configure senice aut scaling 1o adstyou s desied count
Namespaces
Task definiions Miniemum number of tasks. Maximum number of tasks
PO ounday to i srvicesut scaling o st th desed count ofthe servi upper bundary 1o whk sevice atoscalng i st the desed count o he sk
L (2
Amazon ER @ . . =
— Sealing policy (Cremove )
epositories @ —
Scaling policy type | nfo
A ez O Target tracking Step scaling
value for a specific metric - ‘scaling adjustments, known as step adjustments, that vary based on the size of
Documentation (3 e slam bread
Discover producs
Subscriptions (2 Policy name
(cpu_utlizaton ]
ECS service metric
Tell s what you think [ EcssenviconverageCPUUtzation v
Target vatue
[ 70 |
Scale-out cooldown period
(e |
Scale-in cooldown period
(e :)
Turm offscale-in
S
ore scaling polices )
v [ Listener details | EC2 | ap-south X cloudzenia/wp/db | Secrets Ma: X [E] Create service | Elastic Containe X ecsTaskRole | 1AM | Global x |+ - a X
< (6] ap-south-1.console.aws.amazon.com/ecs/v2/clusters/cloudzenia-demo-cluster/create-service?region=ap-south-1 Q 3} @ ® :

kAmazonQ X ® B Asaraciic Mumba) v

e Amazon Elastic Container Service > Clusters > cloudzenia-demo-cluster > Create service © a6

v vewwurniny

< VPC | info
Select  VPC to use for your Amszon ECS resources.

Vpc-0chb91d56e7 1b4fb7 v @ Create a new VPC 12
Express Mode New CUSTOM_VPC

Clusters

Subnets

Namespaces Choose the subnets within the VPC that the task sches

er should consider for placement.

Task definitions Choose subnets v | (Cctear current stection )

Account settings

subnet-0eaf843f693c4053 X | | subnet-001f00096d2d1f6a4 X

APP_PRIVATE_SUBNET_1 APP_PRIVATE_SUBNET_2
ap-south-la  172162.0/24 ap-south-1b  172.163.0/24

Amazon ECR 12

Repositories 17 Security group | Info

Choose an existing security group or create a new security group.
© Use an existing security group
AWS Batch (2 Create a new security group

Security group name
Choose an existing security group.

Documentation 12 * choose security groups M

Discover products (2

78bef40da7aadbda X
Subscriptions 12 =

Public IP | Info
Choose whether to auto-assign a public IP to the task's elastic network interface (ENI)

Tell us what you think Q Tumed off

» Service Connect - optional o

Service Connect allows for service-to-service communications with automatic discovery using short names and standard ports



c

8 Etastic Container Service

Target group details | EC2 | ap

X

25 ap-south-1.console.aws.amazon.com/ecs/v2/clusters/cloudzenia-demo-cluster/services/microservice_task_definition-service-h9awfznj/health?regi...

cloudzenia/wp/db | Secrets M:

X

Service health and metrics | Ela

x o+

B & o

Qa%x 9 @

Asia Pacific (Mumbai) v

@

e Amazon Elastic Container Service > Clusters > cloudzenia-demo-cluster > Services > microservice_task_definition-service-hdawfznj > Health

Amazon Elastic
Container Ser

Express Mode New
Clusters
Namespaces

Task definitions

Account settings

Amazon ECR 12

Repositories 2

AWS Batch 12

Documentation &2
Discover products 12

Subscriptions L2

Tell us what you think

< microservice_task_definition-servi

Service overview info

Status
@ Active

Health and metrics | Tasks | Logs

Status info

Service name
[0 microservice_task_definition-service-hSawfznj

Health check grace period
60 seconds

¥ Load balancer target health
Container name:port

microservice:3000

Health

Target group 12 |

TG-MICROSERVICE | D¢

ice-h9awfznj ineo

Tasks (1 Desired)

0 pending | 1 running

Deployments Events

Service ARN
15 am:aws:ecs:ap-south-1:390503781838:servic

e/cloudzenia-demo-cluster/microservice_task_defi

nition-service-h9awfznj

Target health

Configuration and networking

@ 1 healthy @ 0 Unhealthy

Last updated

Task definition: revision
microservice_task_definition:1

Event history

Service auto scaling

Deployments current state

@ 1 Completed task

Load balancer 12

CLOIUDZENIA-ALB

a) Service for microservice task created successfully.

v

[LJ Service health | Elastic Contain

X [ Target group details | EC2

lap-< X

m cloudzenia-database - Databa:

X x

E SecurityGroups | EC2 | ap-sout!

ap-south-1.console.aws.amazon.com/ec2/home?region=ap-south- 1#TargetGroup:targetGroupArn=arn:aws:elasticloadbalancing:ap-south-1:3905...

© 8 0

© G QR §

Deployment status
@ Success

Tags

Created at
13 December 2025, 2:

Load balancer type

Application Load Balancer

ew Container Insights 12

+

aQ

B & o @

Asl Paciic Mumbal) v

L —.
©w«>

EQ2 <

rget grouy

a

Dashboard

AWS Global View (2

Even

v Instances

Capadity Reservations,
Capaity Manager New
v Images
Ams
AM Catalog
v Elastic Block Store
Volumes

Snapshots

le Manager

¥ Network & Security
Security Groups
ElastciPs

Placement Groups

Key Pairs

> TG-MICROSERVICE

TG-MICROSERVICE

Actions ¥

Details
=] g:ap-south- TG-MICROSERVICE|
Target type Protocol : Port Protocol version
" HTTP: 3000 HTTPT
1P address type Load balancer
Pua CLOUDZENAAB 2
1 @1 ®o0 0
Total targets Healthy Unhealthy ining
0 nomalous
of targets by Availability Zone (AZ)
< i i et seecorspondin s apied o the egiered trgets ale below
Targets | Monitoring | Health checks | Attributes | Tags
Registered targets (1) e Deregister ) (_Registertargets
a @  targets using the protocol specified. Health 5 checksett
automatically applied to HITP/HTTPS target groups with ateast 5 healthy ta
(@ Fiter targe 1 ®
1P address v | port v | zone v | Health status v | v v v
172163205 3000 ap-south-lb (apstazs) @ Healtiy @ Nooverride Nooverride scurrent... @ Normal

TG_MICROSERVICE registered target

STEP 27) Once service created we can see task(container is running )
created.



v [l Target group details |[EC2 | ap-- X | Bl cloudzeniawp/db | Secrets Ma: X [E] Task configuration | Elastic Con' X +

< c

[= sic definiton-senice-hoawFznj > > Configuraton

Amazon Elastic < 2fd8110efa6d4dc9b78f3cfeda247b28

Container Service
Configuration | Metrics | Logs | Networking | Volumes(0) | Tags

Express Mode New d & J ® &

Custers

N Task overview
RN Laststatus Desived status
=] © Running © Running
811 efabccca78rScrods247028
Fargate ephemeral storage
Encryption | info Size (GiB)
Default AWS Frgate encryption 2

AW Batch 2
Configuration

Documentation & Operating system/Architecture Capacity provider ENIID
Linus/ 6 64 - eni-Ddxa7aBer200b1 2
U | Memory Launch type Network mode
5veU| 268 Fargate awsipc

Platform version Task definition: revision
140 K

Subnet
Tell us what you think ask_definition:1 Subnet-00110009602011634 (2

Task execution role.
ecsTaskBxeautionRole (2

Taskgroup.
servicemicroservice_task_definition-service-hawfznj | Vie

Taskrole
ecsTaskiole 2

Fauttinjection
© Tumedoff

ECS Exec | info
© Tumedoff

Task scale-in protection

Protection status

Protection duration
© Tumedoff .

Step 28) Now lets verify accessibility from subdomain

microservice.shubham-mishra.c X +

C /\ Notsecure microservice.shubham-mishra.online

25 ap-south-1.console.aws.amazon.com/ecs/v2/clusters/cloudzenia-demo-cluster/services/microservice_task_definition-service-h9awfznj/tasks/2fd8...

aQ #

Started/created at

Public 1P

Private 1P
1| 17216355

| Oaedgesicaz

bxd & Incognito (2)

Hello from Microservice

o - -8 ab

> 1 Q Search L .,‘

23:45

ENG o Pnit
~A® S RO 550

This confirms our micrservice ecs task is successfully created and it is responding over

alb tg and route53 .

Step 29) Now lets create another service in another task in ecs cluster

for wordpress task definition



v B Terget group details | EC2 [ap-- X

o
X

Create service | Elastic Containe X 4 -

ap-south-1.console.aws.amazon.com/ecs/v2/clusters/cloudzenia-demo-cluster/create-service?region=ap-south- 1 Q 3 ® :

Account ID: 3905-0378-1838 ¥
Shubham Mishra

L4 o0 @

Asia Pacific (Mumbai) ¥

@ Etastic Container Service

e Amazon Elastic Container Service » Clusters » cloudzenia-demo-cluster » Create service (6] FDENC]

a
Amazon Elastic < Create service
Container Service

Express Mode New Service details
Clusters Task definition family

Namespaces Select an existing task definition. To create a new task definition, go to Task definitions L2

Task definitions | wordpress_task_definition

G

Account settings
Task definition revision

Select the task definition revision from the 100 most recent entries, or enter a revision. Leave the field blank to use the latest revision.

(as 3IC)

Amazon ECR 12

Repositories 12 Service name

Assign a service name that is unique for this cluster.

AWS Batch (2 wordpress_task_definition-service-0439vbe6

Up to 255 letters (uppercase and lowercase), numbers, underscores and hyphens are allowed. Service names must be unique within a cluster.

Documentation 12

Discover products (2 Environment

AWS Fargate

Subscriptions (2 Existing cluster

v [El update service | Elastic Contain X Certificate details | a8c9f034-ff1 X Listener details | EC2 | ap-south X | =+ = o

ap-south-1.console.aws.amazon.com/ecs/v2/clusters/cloudzenia-demo-cluster/services/wordpress_task_definition-service-0439vbe6/update?regi...

Q %

@ Ask AmazonQ

B 8 0 @

sl Pacfc pums)

I st ontaner servie

e Amazon Elastic Container Service > Clusters ) cloudzenia-demo-cluster ) Services » wordpress task definition-service-0439vbe6 > Update o @ 6
Amazon Elastic <
Container Service for your ECS services by using 2. This dedicated to configure al types of scaling pl

Express Mode hew
Clusters
Namespaces

Task cefinitons

Account settings

Repositories .2

Aws Batch 2

Documentation (2
Discover products 12

Subscrptions 2

Tell us what you think

actions, and track scaling actities. Find out more (2

Use service auto scaling

scaling can st the <

ed countof t

Minimum number of tasks Maximum number of tasks
Lower oundaryto i sevic asia scalng an adus h dsred cuntof he v e oy Lo whichsevie au
[ |2
Sealing policy
Scaling poicy type | 1nfo
e elthr a et racking or st caing polcy.
O Target tracking Step scaling

the nmber of tasks tat your senice runsbased an atrget ncress
ific et calig adustments known as step adust

or decresse the number of tsks that

Policy name

[ cpu_vtzaton

ECS service metric

[ ecsSeniceveragecPuUtlizaton

Target value

(0

Saale-out cooldown period

(e

Sale-in cooldown period

(e

Turn off scale-in

Cra—
(Cremove )



Target group details | EC2 |ap-~ X Create service | Elastic Containe X + — o X

& c 25 ap-south-1.console.aws.amazon.com/ecs/v2/clusters/cloudzenia-demo-cluster/create-service?region=ap-south-1 aQ % o} ®

nt 1D: 3005-0378-1838 + f§

+ Resel Shubham Mishra

@ Elastic Container Service

e Amazon Elastic Container Service » Clusters » cloudzenia-demo-cluster » Create service ® £ O

| FARGATE v |

Amazon Elastic < ‘ )

Container Service Platform version | Info
Specify the platform version on which to run your service.

Express Mode N " LATEST v |

Clusters ;

Namespaces > Tr g -

Task definitions

Account settings
Deployment configuration

Amazon ECR 2 Scheduling strategy | Info

Repositories 12 © Replica
Place and maintain a desired number of tasks across your cluster

AWS Batch 12 Desired tasks
Specify the number of tasks to launch.

[

Documentation 12

Discover products 12 Availability Zone re-balancing | Info

Turn on Availability Zone re-balancing

2
Subscriptions 12 Amazon ECS automatically detects Availability Zone imbalances in task distributions across an ECS service, and evenly redistributes ECS service tasks across Availability Zones.

Health check grace period | Info

Tell us what you think | 60

seconds
v B Target group details [ EC2 [ap-« X [E] Create service | Elastic Containe X + - o
< (€] ap-south-1.console.aws.amazon.com/ecs/v2/clusters/cloudzenia-demo-cluster/create-service?region=ap-south-1 Q 3 (

Bl 8 @ @  AsaPacfic Mumbai v

@ 1astic Container Service

e Amazon Elastic Container Service » Clusters ) cloudzenia-demo-cluster ) Create service ® i
. v Networking

‘Amazon Elastic <

Container Service VPC | Info

Select a VPC to use for your Amazon ECS resources.

Express Mode New ‘ vpe-0cbb91d56e71b4fb7 v ‘ @ Create a new VPC (2

Clusters CUSTOM_VPC
Namespaces Subnets

Task definitions Choose the subnets within the VPC that the task + should consider for placement.

Account settings Choose subnets v | ( Clear current selection )

subnet-0eaf843ff693c4053 X | | subnet-Od8ff8fa7e92f2ed0 X
APP_PRIVATE_SUBNET_1 DB_PRIVATE_SUBNET_1
Amazon ECR (2 ap-south-1a 172.16.2.0/24 apsouth-a 172.16.40/24

Repositories 1A
Security group | Info
se an existing security group or create a new security gr

Use an existing security grou
AWS Batch L2 ° 9 securtty groop
Create a new security group

Security group name
Cha

an existing security grou
Documentation 12 oo

Discover products 2 | Choose security groups v

Subscriptions L2 =

078befd0da7aadbda X
2 6

PublicIP  info
Tell us what you think Chaase whether to auto-assign a public IP ta t
D Tumed off

stic network interface (ENI).



o
X

Target group details | EC2 |ap- X Create service | Elastic Containe X =+ =

ap-south-1.console.aws.amazon.com/ecs/v2/clusters/cloudzenia-demo-cluster/create-service?region=ap-south-1 Q Y ) ® :

= B 8 O © werecncmumany

[ st Container Service
©) unszon EsticContiner Senice > Custers > doudzonia-domo custer > Creste srvice o @ e
Amazon Elastic P Load batance type | o
e Sty o e ey oGt coing i s e i n o s
O Applcation Load Btancer Network Load Bslancer
Container
[ worderess 80:60 v
Je——
Application Load Balancer
Repositories 3 ‘Specify whether to create a new load balancer or choase an existing or
reatoa newload balancer
© seancxsting losa btancer
Ju—
Load batancer
Socmentaton 2 cloupzenaA otemetang
Listener | nto
et new Ustner Ustener
© Usean oistingistoner = =

Tell us what you think

Listener rules for 80:HTTP 7 (0)
Traffic eceived by the s «
s cvaluated ast.

e evaluated n priorty order, from the lowest value to the highest value. The default rule

Priority © | Rulepath © | Targetgroup v

Target group | o

Create new target group. Target group name
© Use an isting target group. [ Te-woroeress v

Health check path

fhealth

Service created for wordpress task.

Step 30) Now we can see two task for task definition ie Microservicre
and wordpress created successfully.

Cluster services | Elastic Contair X + - a X

Target group details [ EC2 |ap- X

€« c 25 ap-south-1.console.aws.amazon.com/ecs/v2/clusters/cloudzenia-demo-cluster/services?region=ap-south-1 Q Y o ® :

©) rson estc contanerService > Custers > couzoni-como cuser > Services o a6
‘Amazon Elastic < cloudzenia-demo-cluster O Create with Express Mode v
Container Service
Express Mode Cluster overview
Clusters AN status CloudWatch monitoring Registered container instances
Nomespaces B\ ©@Adive © Container Insights | View in Clou -
Tas deiitions .
Services Tasks
Account settings
Draining Active pending Running
N 2 o1 1
AmazonECR &8
Repositories (2
Services | Tasks Metrics 2 Eventhistory | Tags
AW Batch (2
Services (2) uto 1 becember 20, 25 Manage tags v ) (" Delete servi Creste v
Documentation 2 (@ Fitr servces by value | [ Anytaunchype v | ([ Any schedling strategy v ) [ Anyresource management type v | 1 ®
Service name Al oA | Status © | Scheduling strateay o | Launchtype © | Task definition © | Deployments and tasks © | Last deployment o | Createdat o
ice_task defiition-service-h 15 amansecsaps @ Acive REPLICA FARGATE microsenvice taske cefnition:1 1 wssming @ 1 View 34 minutes ag0
cefntion-service 15 amansecsaps @ Adive REPLICA FARGATE wordp definitons 49 seconds ag0

Tell us what you thinlk



Step 31) Now our task for wordpress is failing due to missing
permission ofr ecstaskexecutionrole.

ecsTaskExecutionRole | IAM |1 X | + -

o
X

Target group details |EC2 |ap- X [&] Task configuration | Elastic Con' X

& C 25 ap-south-1.console.aws.amazon.com/ecs/v2/clusters/cloudzenia-demo-cluster/tasks/79097132c78d4f07835eaf866b9aac7f/configuration?selecte... & ¢ 3 ® :

>

- - Account ID: 3905-0376-1838 v
G AskAmazon Q B & @ @ AsaPafic(Mumba) v Shubham Mishra

I8 Elastic Container Service

e Amazon Elastic Container Service > Clusters > cloudzenia-demo-cluster > Tasks > 79097132c78d4f07835eaf866b9aac7f > Configuration H ®© # &

Last updated

Amazon Elastic < 79097132c78d4f07835eaf866b9aac7f e (1re50] Stop

Container Service
(® Task stopped at: 2025-12-13T18:21:44.814Z @ Inspect with Amazon Q

Resourcelnitializationgrror: unable to pull secrets or registry auth: execution resource retrieval failed: unable to retrieve secret from asm: service call has

Express Mode A

Clusters been retried 1 time(s): failed to fetch secret arn:aus:secretsmanager:ap-south-1: 300503781838 secret: cloudzenia/up/db-XXXX from secrets manager: operation

Namespaces error Secrets Hanager: GetSecretValue, https response error StatusCode: 400, RequestID: @7bcffad-b293-47e8-8334- . api error Deniedexception:
User: arn:aus:sts::399503781838: assuned-role/ecsTaskExecutionRole/ 79897132784 707835eaf 66b9aacTF is not authorized to perform: secretsmanager:GetSecretvalue

Task definitions on resource: arn:aws:secr ger :ap-south-1 18381 secret : ia/up/db-XXXX because o identity-based policy allows the

Account settings secretsmanager :GetSecretvalue action

View troubleshooting guide 12

Amazon ECR |2
Repositories 12 Configuration  Metrics | Logs = Networking | Volumes(0) | Tags

AWS Batch 12 Task overview

ARN Last status Desired status Started/created at
[0 arn:aws:ecs:ap-south-1:390503781838:ta @ Stopped © Stopped -
Documentation 2 sk/cloudzenia-demo-cluster/79097132¢78d4f
Discover products 12 07835eaf866b9aac7f

Subscriptions |2
Fargate ephemeral storage

Step 31) Now we will create inpolicy to allow read secrets in secrets
manager and attach it to ecstaskexecutionrole.

ecsTaskExecutionRole | IAM | G| X Edit policy | IAM | Global X+ - o X

Target group details | EC2 | ap- X | [E] Task configuration | Elastic Con' X

us-east-1.console.aws.amazon.com/iam/home?region=ap-south-1#/roles/details/ecsTaskExecutionRole/editPolicy/secret_read_only for ecstaskec.. & ¥ b} ® :

Account ID: 3905-0378-1838 w
B & © © coa- Shubham Mishra
= IAM > Roles > ecsTaskExecutionRole > Edit policy ® ®
Step/1 - . . . .
@ Modify permissions in Modify permissions in secret_read_only_for_ecstaskectionrole i
secret_read_only_for_ecstaskectio  aqq permissions by selecting services, actions, resources, and conditions. Build permission statements using the JSON editor.
nrole

stp2 Policy editor visual | @EZD) (actions v )

Review and save

iv{

2 "Version": "2012-16-17", Edit statement

3v  “statement”: [

av {

5 "Sid": “AllouReaduordPressDBSecret” ,

6 “Effect”: "Allow",

7v “Action”: [

8 “secretsmanager:GetSecretValue” Select a statement
9 1.

10 “Resource”: "arn:aws:secretsmanager :ap-south-1:390503781838: secret : cloudzenia/up/db*" Select an existing statement in the policy or
i ¥ add a new statement

N  Add new statement



Step 32) Now we will force new deployment after updating role for
wordpress task definition.

v [E] Target group details |[EC2 | ap- X [&] Service health and metrics [ Ela- X ecsTaskExecutionRole [ IAM |GI X | [&] Edit policy | 1AM | Global x | + = o X
<« > C 25 ap-south-1.console.aws.amazon.com/ecs/v2/clusters/cloudzenia-demo-cluster/services/wordpress_task_definition-service-0439vbe6/health?regio.. & ¥ D ® H

Force new deployment for wordpress_task_definition- X
service-0439vbe6 service?

Are you sure you want to force a new s_task_definiti
service-0439vbe service?

When you force a new deployment, your service will start a new deployment with no
service definition changes. This allows you to update a service's tasks to se a newer
image with the same image/tag combination, or to restart your tasks.

Step 33) Now we can see the target group for worpdress is in healthy
state

v [E] service health | Elastic Containc X [E Target group details |EC2 |ap~ X B8] cloudzenia-database - Databas X | [El SecurityGroups | EC2 |ap-soutt X | + =

o
X

<« > C 25  ap-south-1.console.aws.amazon.com/ec2/home?region=ap-south- 1#TargetGroup:targetGroupArn=arn:aws:elasticloadbalancing:ap-south-1:3905... & ¥t Im) ®

2 e
a

£ < TG-WORDPRESS
Dashbosrd "
AWS Global View 12 Detail

=] 16 110529334dead
s

Target type Protocol: Port Protocot verson

+ Instances B jiiesy e e TasseT N @

1P adaresstype Load batancer
st Types s QouDzENAE 2
Lo Tempttes
Spot Requests B B ©0 o o o
Soings Plans Total tagets Heatny Unnestiy Unused ey Onsining
Reservenstances

pam—
Dediaed Hosts
Capacity Reservations » Distribution of targets by Availability Zone (AZ)
Capacy Manager v :
~ images

AMis Targets | Monitoring Health checks Attributes | Tags
A Catsog ——

v Elastic Block Store

Registered targets (1) i @ nomaty mitaior: Notappliatle (G) (peregiser
Volumes

pecificd. 3
Snapshots sutomaticaly applied o HTTP/HTTPS target roups with a et 3 helthy target.
Lifecycle Manager ((Q Fitter targets ) 1 @
 Network & Security
Padres v | Pot v | zone v | Hethstius v | Heathstusdewls | Adwinstatveoveride v | Ovemi. v | Anomalydetectio resut ol

Security Groups
Elastcps 17216223 20 ap-south-1 Healthy - OMNooveride No overr. Normal
Placement Groups
Key Pairs

Network Interfaces

¥ Load Balancing




Step 34) Now we can see healthy container task for wordpress

v [E] service tasks | Elastic Container X [E Target group details | EC2 [ap-~ X cloudzenia-database - Databas: X | [ SecurityGroups | EC2 |ap-soutt X | =+ = o X
< C 25 ap-south-1.console.aws.amazon.com/ecs/v2/clusters/cloudzenia-demo-cluster/services/wordpress_task_definition-service-0439vbe6/tasks?region... & ¥¢ b} ®

Account ID: 3905-0378-1838 ¥
Shubham Mishra

@ Ask Aniaron Q O @ @  AasiaPacific (Mumbai) ¥

@ Etastic Container Service

e Amazon Elastic Container Service » Clusters » cloudzenia-demo-cluster > Services > wordpress_task_definition-service-0439vbe6 » Tasks = ®© #£ &
- Last updated
. S q ast updates - P
Amazon Elastic < wordpress_task_definition-service-0439vbe6 i P il (©)| Update service ¥
Container Service
Express Mode New Service overview info
Clusters Status Tasks (1 Desired) Task definition: revision Deployment status
Namespaces @© Active S0 pending | 1 running wordpress_task_definition:4 @© Success

Task definitions
Account settings . . . . . . .
Health and metrics Tasks Logs Deployments Events Configuration and networking Service auto scaling Event history Tags

Amazon ECR (2 Last updated
Tasks (1/1) 14 December 2025, 13:15 (UTC+5:30) m

Repositories 12

Filterdesiredstatus __Filterlaunchtype
| @ Fitter tasks by property or value | | Any desired status v | | Anylaunchtype v | 1 @
AWS Batch (2 Task v | Laststatus v | Desiredstatus v | Task definition v | Healthstatus v Createdat v | Started by
O [T c08e2733847748a19c8a6... @ Running @ Running wordpress_task_definition:4 @ Unknown 11 minutes ago ecs-svc/79067
Documentation 12
< >

Discover products (2

Subscriptions |2

Step 35) Now lets verify worpress.shubham-mishra.online for another
task definition

v @ Cloudzenia Demo X +

&< > C A\ Notsecure  wordpress.shubham-mishra.online Y & Incognito

Cloudzenia Demo Sample Page

Blog

Hello world!

Welcome to WordPress. This is your first post. Edit or delete it, then start writing!

December 14, 2025

This confirms that wordpress container is running and is accessible by alb through
route53 domain.

Step 31) Now Lets add SSL certificate to our domains and make sure
only it resolves over https.



v Service health | Elastic Containe X ate details | a8c0f034-fF X B cloudzenia-database - Databas: X | [ SecurityGroups | EC2 |ap-soutt X | =+ = s} X
& C 25 ap-south-1.console.aws.amazon.com/acm/home?region=ap-south-1#/certificates/a8c9f034-ff19-4df0-838a-83a13299def6 Q 3} ®

Account ID: 3905-0378-1838 ¥

® @ | Asiapacic(Mumba) v pr—

8 Etastic Container Service

e AWS Certificate Manager > Certificates > a8c9f034-ff19-4df0-838a-83213299def6 6] [c]
AWS Certificate < a8c9f034-ff19-4df0-838a-83a13299def6
Manager (ACM)
List certificates Certificate status
Request certificate Identifier Status
|mport certificate a8c9f034-ff19-4df0-8382-83213299def6 @ Issued
AWS Private CA 12 ARN
'ﬁ th-1:39050378 1838:certific >/aB8c9f034-ff19-4df 13299def6
Type

Amazon Issued

Domains (1) ( Create records in Route 53 ) ( Export to CSV i)
1
Domain | status Renewal status Type | CNAME name | CNAME value
=]
I T6ck 272694¢6752.shubh:
* shubharn-mishra.online @ Success - CNAME 01 701795 _2775608888cc 7]
mishra.online. "
validations.aws.
4 >
Details
In use Serial number Requested at Renewal eligibility
No 07:cGaeie00e: December 14, 2025, 13:23:54 (UTC+05:30) Ineligible
Domain name Public key info Issued at Export option
* shubham-mishra.online RSA 2048 December 14, 2025, 13:24:13 (UTC+05:30) Disabled

We have successfully added ssl certificate in ACM and configured into Route53 of
another account.

Step 32) Now we will add 443 listener in alb to use SSL certificate.

Service health | Elastic Containe X Certificate details | a8c9f034-ff1 X Listener details | EC2 |ap-soutt: X + = [a] X

& Cc 95 ap-south-1.console.aws.amazon.com/ec2/home?region=ap-south-1#ELBListenerV2:loadBalancerArn=arn:aws:elasticloadbalancing:ap-south-1:39.. & ¥¢ ) @

sl acifc umbl) ¥

Shubham Mhra

[ ——

ALB > HTTPS:443 listener o B2 6

a
HTTPS:443 1o
 Instances
Instances v Details
nstance Types Alstenerchecsfor connection < protocol and port thit you configure. Th defaut action ancl any sl rles tht you create dtemine v the Appcation Load Baancer Foute requestst 5 regstered targets.
Launch Templates Protocol:Port. Load balancer Default SSL/TLS certificate
Spot Requests HITPS:443 owozen Pubham mistraonline (Crtifcte D:38COM054-19-4c10-838
S
Savings Pl Default actions
Resrved nstances potum fcad responsa
P Response code: 503
Response bcy: Page not found
Copacity Reservations Response content type: text/plain
Capacty Manager
Lisener ARN
v Images = r 1 OIUDZENIA-AL
&
A Gatlog
Rules Security | Attibutes | Tags
¥ Elastic Block Store
Voumes
Snapahots Default certificate: * shubham-mishra.online e (hange defautt
Litcyle Manager The servr crificate you secity when you irstcreate  ecurelstenr i taken s the defult certificate. You can replace thedefaut cetificte after you reate th istener,
+ Network & Security Certitate 1D Name or domain Status san
D) 38091034 11540108385 83315299ck16 3 shubham mshraontine Quia 1
Secrty Groups 1
Expiration Senvice r Type
January 13, 2027,0528 (UTC405.30) scme T8 amawsacniop south- 139050378138 cetficatefa | Amazon-sued
BCOI034 119-4c10.6383-83013295ce16
v Load Balancing Listener certificates for SNI (1) e Remo
Load ‘Additional certificates support Server Name Indication (SNI). This enables the load balancer to support multiple d ins on the same port and provide a different certificate for each domain.
Target Groups (Q Freran ] e
Tt tores.
Certificate ID v | Nameordomain v | Sttus v | SAN v | Expiration o | Sevice v | ARN v | Tyee vl
v Auto scalin
9 B 503419400, “shubham-mishraontine @ Vali 1 January 13,2027,0529... ACM B amawsacmap-sou...  Amazon-ssued
Auto Scaing Groups :
sotings
v

Step 33) Now we will add rule for TG-MICROSERVICE target group if
host headed is microservice.shubham-mishra.online then forward to
TG-MICROSERVICE.



v [E service health | Elastic Containe X | [B] Certificate details | a8c9f034-ff X [E] Listener rule details |[EC2 [ap-s X =+ = o

<« (] 2 ap-south-1.console.aws.amazon.com/ec2/home?region=ap-south-1#ListenerRuleDetails:ruleArn=arn:aws:elasticloadbalancing:ap-south-1:390503.. & ¥¢ b} ®

> Rule (priority 100)

Rule (priority 100)

v Details
priority Listener Rule ARN
100 =) d

Conditions Transforms. Actions
Ifrequest matches al: - + Forwardto target group

Host heacler (value) = [FEcroservice. shubhan-rishra-online]

Capacity Manager New

Rule tags (0) Manage tags

¥ Images
(2

Amis

AMI Gatalog Key v | Vale v
Elastic Block Store No tags associated with this resource.

(" Manage tags )

 Network & Security

Security Groups

Step 34) Now we will add rule for TG-WORDPRESS target group if
host headed is wordpress.shubham-mishra.online then forward to
TG-WORDPRESS.

Listener rule details |EC2 [ap-« X + - 8 X

v [ senice health | Elastic Containe X | [B] certificate details | agcofo3a-ff1 X

< C 25 ap-south-1.console.aws.amazon.com/ec2/home?region=ap-south- 1#ListenerRuleDetails:ruleArn=arn:aws:elasticloadbalancing:ap-south-1:390503... & ¥t o ®

ner > Rule (priority 200) B2 e

clou
Rule (priority 200)
v Details
prioity Rule AR
0 ]
Conditons Transtorms Actions
request matches - + Forward o target group
Hostheader ale) - Y001
Target group siciness:Off
Capacty Resevatons:
CapactyManager e —
Rule tags (0) anagetogs )
v Images —
s [CX:
AM Gatalog Key ™ B
 Elastic Block store Notags asociated with this resourc.
(Managetags )
 Network & Security

Step 35) Now we will add redirect rule in http if any request on http
then redirect to https 443



[E] service health | Elastic Contain,

X | [E certificate details | a8c9f034-f1 X [B] Listener details | EC2 |ap-south X+

o—
>

c

ap-south-1.console.aws.amazon.com/ec2/home?region=ap-south-1#ELBListenerV2:loadBalancerArn=arn:aws:elasticloadbalancing:ap-south-1:39...

v Instances
Instances
Instance Types
Launch Templates
Spot Requests
Savings Plans
Reserved Instances

Dex

Hosts
Capadity Reservations,
Capadty Manager New

v Images
Ams
AM Catalog

v Elastic Block Store
Volumes
Snapshots
Lifecycle Manager

¥ Network & Security
Security Groups
ElastcIPs

Step

@ Cloudzenia Demo

microservice.shubham-mishra

Hello from Micrd

HTTP:80 o
v Details
Alistener checksfor connection requests using the protocol and port re. T ny additional ues that Satancer targets
ProtacoPort Load balancer Default actions
HITP80 CLOUDZENAALS + Redirect to HTTPS://#{nost}-443/#{pathizé{auery}
Status code: HITP_301
Listener ARN
= L OIUDZENIA-ALS
Rules | Attributes | Tags
Listener rules (1) o
helistener (ing tothe default acton and any adtional rules Rules are evaluated in prioity arder from the lowest value to the highest value.
| @
Priority 4 | Nametag | Conditions (1 | Transforms | Actions (Then) | amn Actions |
Default 1 0o other rue applies + Redirect to HTTPS://fnost)443 féfpathi2é(auen) [ ARN s 8
Status code: HTTP_301 -
< »

36) Now we can see ssl certificate is working on our domain

X + o

o
oo

c wordpress.shubham-mishra.online

1

Incognito (2)

wordpress.shubham-mishra.online X

é Connection is secure

Sample Page

[Z Pop-ups and redirects
Allowed (default)

@ Cookies and site data

8¢ Site settings

Hello world!
Welcome to WordPress. This is your first post. Edit or delete it, then start writing!

X + o

o
oo

c microservice.shubham-mishra.online

1

Incognito (2)

microservice.shubham-
mishra.online

é Connection is secure

[Z Pop-ups and redirects
Allowed (default)

@ Cookies and site data

8¢ Site settings



Step 37) Now we can see that even http request is being redirected to

:\Users\UIPL-Admin>

:\Users\UIPL-Admin>

:\Users\UIPL-Admin>

:\Users\UIPL-Admin>

:\Users\UIPL-Admin>

:\Users\UIPL-Admin>

:\Users\UIPL-Admin>

:\Users\UIPL-Admin>

:\Users\UIPL-Admin>

:\Users\UIPL-Admin>curl http://microservice.shubham-mishra.online
<html>
<head><title>301 Moved Permanently</title></head>
<body>
<center><h1>301 Moved Permanently</hl></center>
</body>
</html>

C:\Users\UIPL-Admin>curl http://wordpress.shubham-mishra.online
<html>

<head><title>301 Moved Permanently</title></head>

<body>

<center><h1>301 Moved Permanently</hl></center>

</body>

</html>

C:\Users\UIPL-Admin>

C:\Users\UIPL-Admin>

C:\Users\UIPL-Admin>

C:\Users\UIPL-Admin>

C:\Users\UIPL-Admin>

C:\Users\UIPL-Admin>curl -L https://microservice.shubham-mishra.online
Hello from Microservice

C:\Users\UIPL-Admin>|

C:\Users\UIPL-Admin>curl https://wordpress.shubham-mishra.online
<!DOCTYPE html>
<html lang="en-US">
<head>
<meta charset="UTF-8" />
<meta name="viewport" content="width=device-width, initial-scale=1" />
<meta name='robots' content='noindex, nofollow' />
<title>Cloudzenia Demo</title>
<link rel="alternate" type="application/rss+xml" title="Cloudzenia Demo &raquo; Feed" href="https://wordprd
eed/" />
<link rel="alternate" type="application/rss+xml" title="Cloudzenia Demo &raquo; Comments Feed" href="https]

Project Outcome

e Successfully designed and implemented a production-ready
AWS architecture using ECS Fargate, Application Load Balancer,



RDS, Secrets Manager, IAM, ACM, and Route 53.
e Deployed two containerized services:

o WordPress application backed by Amazon RDS (MySQL)
running in private subnets.

o Custom Node.js microservice responding with “Hello from
Microservice”, fully containerized using Docker.

e Ensured secure architecture by:
o Running ECS tasks and RDS instances in private subnets.

o Restricting database access using least-privilege security
groups.

o Storing and consuming database credentials securely via
AWS Secrets Manager.

o Granting ECS access through IAM task roles without
hard-coding secrets.

o Implemented high availability and scalability:
o Application Load Balancer deployed in public subnets.

o Traffic routed using host-based routing to separate target
groups.

o Enabled ECS Service Auto Scaling based on CPU and
memory utilization.

e Configured secure domain access:



o Integrated custom subdomains:

m wordpress.<domain>

m microservice.<domain>

o Implemented HTTPS using AWS Certificate Manager (ACM).
o Enforced HTTP — HTTPS redirection at the ALB level.
e Achieved cost-optimized design:

o ECS services can scale down to zero tasks when not in
use.

o NAT Gateway and ECS services can be safely stopped and
re-enabled without configuration changes.

o RDS endpoint remains unchanged during stop/start
operations.

e Validated successful deployment by:

o Accessing both applications through custom HTTPS
domains.

o Verifying healthy target group status and successful ALB
routing.

o Confirming secure database connectivity from WordPress
via Secrets Manager.
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